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1. BBeaeHue

JlaHHBIE ~ JOKYMEHT OIpEAENEsST OCHOBHBIE  MOJIOKEHUSA, KacaroIHecs
MEpPOIPUATUNA M0 YNPABIECHUIO KIIOYaMH, cepTudukataMu u 00OpYyJOBaHUEM IPHU
BHEJIPEHUU CUCTEMBI IIUPPOBLIX TaxorpadoB Ha Tepputopun Poccuiickoit Denepariuu.

JlaHHBIN TOKyMEHT pa3paboTaH ¢ y4eTOM MOJIOKEHHUH CIEAYIOMIHNX JOKYMEHTOB:

- EBpomeiickoe cormamenue, kacaromeecs pabOThl SKHIMaKEW TPaHCTIOPTHBIX
CPEICTB, TPOM3BOAAIINX MEXIAYHApOAHbIE aBTOMOOWIbHBIE TepeBo3ku (ECTP)
noarmcanaoe 01 mronsa 1970 r.;

- MemopaHayM 0 B3aMMOIIOHMMaHUU MEXIY cily:)kO0amu EBponeckoil KOMUCCHH U
EBponeiickoit s3xoHoMuueckoir komuccnn OOH, staBaps 2009 r.;

- IlpaBuna Komuccuu Ne 1360/2002 ot 13 uronsa 2002 roma u Ne 432/2004 ot 5
Mapta 2004 roma amanTHpyrOUIME B CEIbMOW pa3 B LENSAX TEXHUYECKOIO Iporpecca
[IpaBuna Coseta (EDC) Ne 3821/85 0 3anuchiBaronieM yCTpoMCTBa, UCIIOIB3YEMOM Ha
aBTOMOOUIILHOM TPAHCIIOPTE

- Cucrema uugposeix Taxorpago. OcHOBHas noiuTHKa EBponeickoro corosa.
Bepcus 2.1. Ilybnmukanus 53429 o0O0BEIMHEHHOTO HCCIIEIOBATEIIBCKOTO IICHTPA
EBpomneiickoii komccuu, 28 uronst 2009 ., http://dtc.jrc.ec.europa.eu;

- PexomeHanuu 1 MoJieilb MOJUTUKU. YTIpaBlIeHHE KII0YaMu, cepTudukaramu u
obopynoBanueM (Perucrpamus, reHepauus —KIIOYEH, Bbladya  CEPTH(PHUKATOB,
MEPCOHANIM3ALIMS, PACTIPEECIICHHE, UCIIOIb30BAHUE U OKOHYAHUE CPOKa JNEHCTBUA) s
cuctembl Taxorpad;

- «O06mee pyKoBOACTBO 10 6e30macHoCcTY, Bepeus 2.0;

- Pacniopsbkenue IlpaBurensctBa PO ot 23 situBapst 2008 1. Ne 46-p 06 onpexene-
HUKM KOMIIETEeHTHOTO OpraHa Mo BBIMOJHEHUIO 0053aTENIbCTB, CBA3AHHBIX C Y4acCTHEM
Poccuiickoit @enepanun B EBpornelickoM coTJallleHUH, KacaromieMcs padOThl dKHIIa-
eW TPAHCHOPTHBIX CPEACTB, MPOU3BOMASIINX MEXKIYHAPOIHBIE aBTOMOOUIIbHBIE TEepe-
Bo3ku (ECTP);

- ITlocranoBnenue IIpaButenscTtBa Poccuiickoit depeparuu oT 12 ceHTIOps
2011r. Ne 769 «O BHeceHMM W3MEHEHHI B HeKOoTopble akThl IIpaButenscTBa Poccuii-

ckoil Penepannu 1o BOIPOCAM TPAHCIIOPTA;

- IIpuka3z Muntpanca Poccun ot 02 wuroma 2009 r. Ne 106 «O peanuzamuu
EBpomneiickoro cornaimienusi, Kacaromierocsi padoThl HKUTMAKENH TPAHCTIOPTHBIX CPEJICTB,
MIPOU3BOISIIIINX MEXKTyHAPOIHbIE aBTOMOOUIIbHBIC TTEPEBO3KIY;

- [Ipuka3z Muntpanca Poccun ot 20 okTsa6pst 2009 r. Ne 180, 3aper. Muntoctom
Poccun 02 despans 2010 rona , per. Ne 16210 «O kapTax, UCTIOIB3YEMBIX B ITU(POBBIX
KOHTPOJIBHBIX YCTPOWCTBAX KOHTPOJIS 3a PEKMMAMU TPyJa M OTIbIXa BOJWTENICH B
COOTBETCTBUHM C TpeOoBaHUsIMU EBpOIMENCKOro coriameHus, Kacaromerocs padoThl
SKUIMAKENW TPAHCIOPTHBIX CPENICTB, MPOU3BOMSIINUX MEXKIyHAPOIHBIE aBTOMOOMIHHBIC
IIEPEBO3KMY;

- Pacniopspkennie Munuctpa tpancnopta Poccutickoit @eneparuu ot 07 okTA0ps
2011 roma Ne NJI-113-p.

O06o3HauaHWs W COKpAICHUsS, HCMOJb30BAHHBICE B HACTOAIIEM JOKYMEHTE
npuBeieHbl B Pa3aene 15.

1.1. OTBeTCTBEHHbIE OpraHu3auvmu
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OTBETCTBEHHBIMHU 3a OPaHU3ALMIO U MPOBEACHUE MEPOIPHUATUN MO YIPABICHUIO
KIIIOYaMH, CepTH(PHUKATaMU M OO0OpYJOBaHHEM IMPU BHEAPEHUH CHCTEMbI LU(PPOBBIX
taxorpadoB Ha Tepputopuu Poccuiickoit Denepaiiuu siBISIOTCS:

e NA - KoMIIETeHTHBIN OpraH IO BBIMIOJHEHUIO 00S13aTEIbCTB, CBSI3aHHBIX C
yuactueM Poccuiickoit @eaeparuu B EBponieiickoMm coriialeHun, KacaroneMcs padboThl
SKHUIMAKEW TPAHCIOPTHBIX CPEICTB, MPOU3BOASIINX MEXIYHAPOJHbIE aBTOMOOMWIIbHbBIE
nepeBo3ku (ECTP) - MunuctepctBo Tpancnoprta Poccuiickoii @enepanuu.

Anpec: Poccuiickas @enepamusa, 109012, Mocksa, yn. PoxaectBenka, a. 1, cTp.
1

Ten./paxc + 7 (495) 626-10-88;

e opran o Beinycky kapt (ClA), opran no ceprudukanuu kaodeit (CA), op-
ran no nepcoHanuzaun (CP) — ®denepanpHoe OOKETHOE YUpEKICHUE «ATESHTCTBO
aBTOMOOMIIBHOTO TpaHcHopTa» MunuctepcTBa Tpancnopta Poccuiickoii @eaepanuu.

Anpec: Poccuiickas ®@eneparus, 125480, Mockaa, yi. ['epoes [1anduiorues, 24

Ten./dbakc: + 7 (495) 496-85-83

J171s1 BBITIOJIHEHHSI OT/AEJIbHBIX BUJIOB pa0dOT MO BBIYCKY KapT, MO CepTU(UKALIMU
KIItouei, o nepconanuzanuu kapt ObY «PocaBToTpanc» npuBiekaeT cyOnoapsiIiHbIe
OpraHu3allMy B MOpPSAKE, MPEAYCMOTPEHHOM 3akoHonaarenbcTBoM Pocculickonn dene-
palum.

e ERCA - rnaBubIii cepTuduxanmonssiii neHtp EBpocorosa.

CyOBeKTbl, Ha KOTOpPBIE PAaCIPOCTPAHSIOTCS TpeOOBaHMS HACTOALIETO JOKYMEHTA
BBIJICTICHBI JKEJITHIM LIBETOM.

ECTP
| }
MSA
> > E3K OOH
y'y
\ 4 l l
> CIA
i ¢ ERCA TNa6opartopus
® no 3KcnnyaTta-
< > LMOHHOM
COBMeCTU-
cP G MOCTU
HdoroBapuBatowascs )
CTOpOHa, BblgaroLuas
- Monb3oBartenu oao6GpeHue Tvna

Puc. 1. OpranuzanuonHas CTpyKTypa CUCTEMBI IIUPPOBHIX Taxorpados
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1.2. Ogob6peHune

HacTtosmuit 1oKkyMeHT 0400p€eH TTIaBHBIM CEPTUPUIUPYIOIINM OPTaHOM I10 (-
poBbIM Taxorpadam EBpomneiickoit komuccuu mai 2012,

['maBHBIN cepTUPHUIMPYIOMINIA OpraH 1Mo UPPOBLIM Taxorpadam
HMHuCTUTYT MO 3amuTe U 6€30MacHOCTH rPpaXKIaH

EBpomneiickas komuccus

OO0benHeHHbIN uccaenaoBarenbekuit neHTp, Ucmpa (TP.360)
Bua E. ®epmu, 2749

1-21027 Ucnpa (BA)

1.3. JOCTYNHOCTb N KOHTaKTbI

Hacrosmuii TOKyMEHT TOCTYIIEH Ha canTe: WWW.rosavtotransport.ru

3anpockl, CBsI3aHHBIE C MPUMEHEHUEM HACTOSIIEr0 JOKyMEHTa MOTYT OBITh
HanpasiieHbl B OBY «PocasroTpanc» Muntpanca Poccun:

KonraktHoe muno: Cyxapes Cepreil AnekcaHapoBu4

Anpec: Poccuiickas ®eneparnus, 125480, Mocksa, ['epoeB I1andunosies, 24,

Temn.: +7(495) 496-85-92

E - mail: ssa@rosavtotransport.ru

Bomnpocsl, cBsI3aHHbIE TEXHUYECKUM ACIIEKTAMH HACTOSIIIETO TOKYMEHTA JTOJKHBI
ObITh HarpaBieHbl B DBY «PocaBToTpancy

KonraktHoe muio 1: bpycuinosckuit Muxaunn Dyap1oBuy

KonTaktHoe numo 2: Xayatpsa Apmer ['yprenoBud

Anpec: Poccuiickas @eneparust, 125480, Mockga, yi. ['epoeB [1andunosues, 24,

ten.: +7 (495) 496-85-92,

E - mail: mb@rosavtotransport.ru

E - mail: aetr@rosavtotransport.ru

2. O6nacTtb NpUMeHeHusA

[r1] JanHbI# TOKYMEHT JCHCTBYET TOJBKO B YaCTH CHUCTEMbI IH(POBBIX Taxo-
rpados.

[r2] Kntoun u cepTudHKaThl, BbIIAHHBIE OPraHOM IO CEPTU(GHUKAIUKM KITIOYCH
(MSCA) MoryT OBITh HCITOJIb30BaHbI TOJIBKO BHYTPH CHCTEMBI ITU(POBBIX Taxorpados.

[r3] Kaptsl, BeiganHbBIC OpraHoM 1o Beimycky kapT (CIA) MOryT OBITh MCIIOJIB30-
BaHbI TOJILKO BHYTPHU CUCTEMbI LIMPPOBBIX Taxorpados.

OO6s1acTh MPUMEHEHHUS HACTOSIIETO JOKYMEHTA OTpa’keHa puc. 2.
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3. Obwume nonoxeHus

Hacrosimumii paznen couepKuT Moja0KeHus, Kacaromuecs 00s3aTeNbCTB y4acTHU-
KOB cHCTeMBbI IIUGPOBBIX TaxorpadoB, yKa3aHHBIX B pazjene 2.

3.1.065s3aTtenbcTBa

DTOT pazziesl COACPKUT 0053aTEIHCTBRA:

- Komnerentnoro oprana no ECTP Poccuiickoit denepannin — MunucrepcTsa
tpaHcropta Poccuiickoit deneparuun (MSA);

- ®BY «PocaBroTpanc»: oprana mo Beimycky kapt (ClA); oprana mo ceprudu-
kanuu kimoueit (CA); oprana o nepconanu3zanuu (CP);

- CyOIOApSTUUKOB;

- MoJIb30BaTeNeH (Aepkarese KapT).

3.1.1. O6a3arenbcTtBa KomneteHTHOro opraHa no ECTP Poccunckom
depnepauun (NA) n opraHa no Bbinycky Kapt (CIA)

B cooTBercTBUM ¢ HacTosAmUM AOKyMeHTOM, Ha KomnerentHsiii opran no ECTP
Poccuiickoli ®enepaniui ¥ OpraH IO BBINYCKY KapT BO3JIOKEHBI CIIEIYIONTUE
00s3aTeNbCTBA:

[r4] KomnerenTHblii opran mo ECTP Poccniickoii @exepanun (NA):

a) oOecreuynBaeT pealu3alyi0 IOJOXKEHUNH HACTOAIIET0 JOKyMEHTa IyTeM
HOPMAaTUBHO-TIPABOBOT'0 PETYJIMPOBaHUS U KOHTpOJId 3a nesarenbHocThio CIA, CA, CP;

0) ynoJsHOMa4YMBaeT B COOTBETCTBUH C 3akoHoaarenbcTBoM PD CIA, CA, CP;

B) mpoBoauT npoBepku nesrenbHocTu CIA, CA, CP;

I') paccMaTpHBAaeT M COIJIACOBBIBACT JOKYMEHTHI O mpaktuke peanmuzanuu CIA,
CA, CP;

n) WHPOPMHUPYET 3aMHTEPECOBAHHBIX JIMII O IIOJOKCHUSX HACTOSIIETO
JIOKyMCHTA,

¢) uH(pOpMHpYeT TOoJIb30BaTelied W MPOU3BOAMTEICH KapT O TpeOOBaHUIX
HACTOSIIIETO JOKYMEHTA;

) HampasisieT Hacrosmuid nokymMeHT B EPCA Ha cormacoBaHue mpu — €ro
MPUHSTUYU U B JAJIbHEHUIIIEM ITPU BHECEHUHU B HETO U3MEHEHUH.

[r5] Opran no Beimycky kapt (CIA) mosxken:

a) coOroaaTh TpeOOBaHUS HACTOSIIIETO TOKYMEHTA;

0) u3naBath AOKyMeHTHl ClIA 0 mpakThueckoW peanu3anuu CBOUMX (YHKIHUH,
KOTOphIe pa3paboTaHbl B cooTBeTcTBUM ¢ TpeboBanusmMu ECTP u Hacrosiero
JOKYMEHTa, UHBIMHU, IPUSTHIMUA B YCTAHOBJICHHOM IMOPSIIKE JOKYMEHTAMH;

B) o0ecreynBarh s pexTuBHOE yIpaBJICHHUE (brHaHCOBBIMU u
OpraHU3allMOHHBIMU pEecypcaMHM C LEJIbI0 OCYLIECTBIEHUS CBOMX (QYHKUUNA B
cootBeTcTBUM C TpeboBaHusiMu ECTP u Hacrosimiero AOKyMeHTa, BKJIHOYash BOMPOCHI
MEHEI)KMEHTa (PUHAHCOBBIX PHCKOB;
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r) obecneuuBath nepenady CA u CP monHOM U 1ocTOBEpHO# MH(pOpMAIHH, HE-
00XOAMMOM JUIsl BBIYCKAa KapT B COOTBETCTBUU C MPEAOCTABICHHBIMU 3asBICHUSIMU
IJIsL TaTbHEHIIero 3aHeCeHHsI Ha TIOBEPXHOCTH U B MAaMSTh KapT;

B) MH()OPMUPOBATH 3aMHTEPECOBAHHBIX JIUI[ O MOJOXEHUAX HACTOALIETO JOKY-
MEHTa, B T.4. IOJIb30BaTEJIeH U MPOU3BOJUTENCH KapT.

3.1.2.06a3aTenbcTBa opraHa no ceptudukaumum knrodeun (CA)

[r6] Opran mo ceprudukanuu CA m0KeH:

a) coOroAaTh TpeOOBAHUS HACTOSIIIETO TOKYMEHTA,;

0) m31aBaTh JOKYMEHTHI O MPAKTHYECKOW peain3aIiii CBOUX (PyHKITHI, KOTOpbhIE
pa3pabotanbl B cooTBercTBUU ¢ TpeboBanusmu ECTP u nHacTosimiero noKyMeHTa,
WHBIMU, IPUATHIMU B YCTAHOBJICHHOM TOPSIIKE JOKYMEHTaMH 1 0700peHHBIME NA,

B) o0ecreunBarh s dexkTuBHOE yIPABJICHHUE (MHaHCOBBIMU U
OpraHU3allMOHHBIMU PECypcaMu C ILEJIbI0 OCYIIECTBICHHS CBOUX (YHKIHMH B
cootBeTcTBUM ¢ TpeboBanusiMu ECTP u Hactosiero JokymeHTa, BKIIOYAsh BOMPOCHI
MEHEDKMEHTa (DMHAHCOBBIX PUCKOB.

[r7] Oprau no ceprudukanuy T0JDKCH NPUHAMATh BCE HEOOXOAUMBIC MEPBI IS
oOecrieueHuss yBEPEHHOCTH B TOM, 4YTO TpeOOBaHUsS, HU3JIOKEHHBbICE B HACTOSIIEM
JIOKYMEHTE COOJIIOIat0TCSl.

[r8] Opram mno cepTudukanuu HECET OTBETCTBEHHOCTh 3a COOTBETCTBHE
peanu3yeMbIX UM IPOLeAyp TPEOOBAHUSIM HACTOAIIECTO JOKYMEHTE IaKe B CIydae eCiu
HEKOTOpBhIE M3 CBOMUX ITOJTHOMOYMM OH MepeaeT APYruM opra"uzanusM. OpraH 1o
cepTu(dUKalMY OTBETCTBEHEH 3a 00ECIEUEHUE TOTO, YTOOBI OpraHU3aIMU, KOTOPBIM OH
nepenan  ONpeJeseHHbIE TMOJHOMOYHUSL  OCYIIECTBIISLIIN CBOIO JICATEIHHOCTh B
cootBeTcTBUM ¢ TpeboBanusimu ECTP, HacTosero 10kyMeHTa, MHbBIMU, IPUSTHIMU B
YCTAHOBJICHHOM TOPSJIKE TOKYMEHTAMH.

3.1.3.06a3aTenbcTBa opraHa no nepcoHanusauum Kkapt (CP)

[r9] Opran no nmepcoHanu3auu KapT AOJDKCH:

a) coOroaaTh TpeOOBaHUS HACTOSIIIETO TOKYMEHTA,;

0) u31aBaTh JOKYMEHTHI O MPAKTHYECKOW pean3aliii CBOux (PYHKIUMH, KOTOpbIE
paspaboranbl B cooTBeTcTBHUU ¢ TpeboBanusmu ECTP u Hacrosmiero mToKyMeHTa,
WHBIMU, IPUATHIMU B YCTAHOBJICHHOM TOPSJIKE IOKyMeHTaMu 1 ogo0peHHbiME NA.

B) o0ecreynBarh s pexTuBHOE yIpaBJICHHUE (MHaHCOBBIMU U
OpraHU3allMOHHBIMU PECypcaMu C LEJIbI OCYIIECTBICHHUS CBOMX (DYHKIUNA B
cootBeTcTBUM C TpeboBaHusiMu ECTP u Hacrosimiero AOKyMeHTa, BKJIHOYash BOMPOCHI
MEHEKMEHTa ()MHAHCOBBIX PUCKOB.

[r10] Opran mo mepcoHaIM3alK JOJKEH MPUHUMATh BCE HEOOXOIUMBIC MEpPHI
U1 oOecrieyeHrss YBEPEHHOCTH B TOM, YTO TpeOOBaHMsI, MU3JIOKEHHBIE B HACTOSIIEM
JIOKyMEHTE COOJIFOTat0TCSl.

[r11] Opran mo mnepcoHanMM3alMKd HECET OTBETCTBEHHOCTh 3a COOTBETCTBHE
peanu3yeMbIX MM MpoIeayp, TpeOOBaHUSAM HACTOSIIETO TOKYMEHTE, Naxe B ClIydae
€CJIM HEKOTOPBIE U3 CBOUX MOJTHOMOUYUM OH MEpPEaeT APYTUM OpPTaHU3ALUSIM.

P
MuHucTepcTBo TpaHcnopTa Poccuiickon ®epepauun, (495) 626-10-88 age 12 (55)
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3.1.4.06a3aTenbcTBa cybnoapsaAHbIX OpraHn3auum

[r12] CyOonoapsiaHbie opraHu3anu, KOTOPBIM OPTaH Mo CepTUGUKAINN U OpraH
M0 MEepPCOHANIN3AUUN KapT MEPEJAloT BBINOJHEHUE KAKUX-IMOO BO3JIOKEHHBIX HAa HHUX
KomnerentneiMm opranom no ECTP Poccuiickoit ®@eneparuu GyHKIIUNA HECYT OTBET-
CTBEHHOCTb B COOTBETCTBHUH C IIPUHATHIMU Ha C€0sl JOTOBOPHBIMH 0053aTEIbCTBAMM.

3.1.5.06a3aTenbCcTBa Aepxartenen KapT

[r13] Opran mo BBITYCKY KapT JIOJIKEH OOCCIICYUTh MOCPEACTBOM 3aKIIOUYCHHUS
COOTBETCTBYIOIIMX COTJIAIICHUN BBIMOJHEHUE JAEPKATEIIMHU KapT CIETYIOMUX 00s3a-
TEJbCTB:

a) TOJIb30BATEIIb JIOJKEH MPEJOCTABIATh OPraHy MO BBITYCKY KapT TOUYHYIO U
MOJIHYIO HH(OpMAITHI0, HEOOXOIUMYTO JJIS BRIITYCKAa COOTBETCTBYIOIIUX KapT;

0) moaB30BaTENb JODKEH HCIOJIL30BaTh IMOJYYCHHBIC KITFOUA U CEPTH(PHUKATHI
TOJIKO B CUCTeME HU(PPOBBIX Taxorpados;

B) MOJI30BATENb JIOJDKEH UCIOJIB30BaTh KapThl TOJBKO B CUCTEME ITU(POBBIX Ta-
xorpados;

I) MOJIb30BaTelb JO/DKEH MPEIIPUHUMATD MEPhI JUIS MPEIOTBPAIICHUS HECAHK-
[IMOHUPOBAHHOTO UCIIOIB30BAHUS KapT U 3aKPBITOM YaCcTU KIIIOUEi 000pyn0BaHuUS,

) TIOJIb30BATENb JIOJKEH HCIIOJIb30BaTh TOJBKO COOCTBEHHBIC KapThl, KIIIOYU U
cepTuduKatel, nepeaanHsie opranom no Beinycky kapt (ECTP, Ilpunoxenue, craTbs
11.4.2);

¢) TOJb30BaTCNIb JIOJDKEH BIIAJACTh TOJIBKO OJHON JCHCTBYIOMICH KapTou
Bogutens (ECTP, [lpunoxenue, ctaths 11.4.a);

’K) TOJB30BaTEIb MOXKET OJHOBPEMEHHO: MMETh KapTy MacTEepCKOM U KapTy
npeanpusarus (ECTP, Ilpunoxenue [{oOGasnenue 1B, VI:1); uMeTh HECKOJIBKO KapT
MAaCTEPCKO;

3) MOJIb30BATEIb HE JOJHKEH MCIOJb30BaTh MOBPEKICHHYIO KapTy WIA KapTy ¢
HCTEKIINM CPOKOM JECHCTBUS;

W) TOJIb30BaTENb JOHKECH 10 3aBEPIICHUS CPOKA JICHCTBHS KapThl WM KJIHOUEH,
YKa3aHHOTO B CBHJETENbCTBE (cepTUdUKATE), HE3aMEMIUTEILHO TIOCTaBUTh B
M3BECTHOCTh OPraH MO BBIMYCKY KapT B CAEAYIOLIUX CIydasiX:

- Korja kapta ObUla YKpaJieHa, TOTepsHa WM CYIIECTBYET MOTEHIMAIbHAs
yrpo3sa A nainbHeiiiero ucnoiab3oBanus kapTtel (ECTP, [Ipunoxenue, ctates 12.1);

- KOr/a cojepkaHue ceprudukara (CBUIACTENHBCTBA) SBISICTCS HETOYHBIM
(OIUOOYHBIM).

3.1.6. Oba3aTenbcTBa NpousBoguTenen Taxorpados

B Hacrosimee Bpems B Poccuiickon denepanuy HE IPUMEHSIETCS.

3.1.7.06a3aTenbcTBa NnpousBoanTenen 4aTYMKOB ABUKEHUSA

B Hacrosimee Bpems B Poccuiickon denepanuy He TPUMEHSETCS.
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3.2.0TBEeTCTBEHHOCTb

Ilpumeuanue: 6 nacmosawem OOKyMeHme He onpeoensemcs opma u pazmep
OMBEMCMBEHHOCMU, AGNAIOWUECS NPEOMEMOM pe2yIUPOS8aAHUs COOMBEMCMEYIOUUX
HOPMAMUBHBIX NPABOEbIX akmos Pd.

Opran o ceprudukanuu kaodeit (CA) u opran no nepconanusanuu kapt (CP)
HE HECYT OTBETCTBEHHOCTH IO OTHOIIEHHIO K KOHEYHBIM IOJIb30BaTENIIM, a HECYT
OTBETCTBEHHOCTbH TOJILKO TI0 OTHOIIeHUIO K KoMmnetHoMy oprany P® mo ECTP (NA) u
oprany 1o Beinycky kapT (CIA).

JIroOble  BOIPOCHI, CBSI3aHHBIE C OTBETCTBEHHOCTHIO TE€pe]l KOHEUYHBIM
noJib3oBaTesieM, HaxoasTcs B cepe komnerenuu Kommnernoro oprana PO nmo ECTP
(NA) u oprana mo Beinycky kapT (CIA).

[r16] Kaptel, wmounm u cepruduKaThl NpeIHA3HAYCHBI TOJBKO IS
UCIIOJIb30BaHUSI BHYTpH cucTeMbl HU(MPOBbIX TaxorpadoB. Mcmonb3oBaHue Ipyrux
cepTu(UKATOB Ha KapTax B CUCTeMe IHU(PPOBBIX TaxorpadoB He pomyckaercs. B arToii
cBsA3U HU ofHa u3 opranuzauuii (Komnernsiit opran PO no ECTP, opran no BbllTycKy
KapT, OpraH 10 CepTUPHUKAIMH KIIOYEH, OpraH IO TMEePCOHAIM3AINN) HE HECYyT
OTBETCTBEHHOCTH 32 NOJI00HBIE CEPTU(UKATHI.

3.2.1.0tBeTtcTBeHHOCTb KomneteHTHoro opraHa P® no ECTP wu
opraHa no BbINYCKY KapT nepeA Nosfib3oBaTenisiMM U UHbIMU, CBA3aHHbIMU
C HAMUN CTOPOHaAMM

[r17] Komnerentubiii opran P® nmo ECTP m opran mo BBITYCKYy KapT HECyT
OTBETCTBEHHOCTh TOJIBKO 3a T€ ACHCTBHUS, KOTOPbIE ObUIM COBEPILIEHBI C HAPYIICHUEM
ITOJIOKEHUM HacTosmero AokymeHrta. B cinydae ecnm Kommerentnbiii opran P® mo
ECTP wm opram mo BbIIYCKY KapT JEHWCTBOBAJM B COOTBETCTBUU C HACTOSIIMM
JOKYMEHTOM WJIM MHBIMHU JIOKYMEHTaMH, YTBEPKACHHBIMU B YCTaHOBJIEHHOM MOPSJIKE,
AT IEUCTBUS HE MOTYT OBITh KBAIM(DPUIIMPOBAHBI KaK HE3aKOHHBIE.

3.2.2.0TBEeTCTBEHHOCTb OpraHa no ceptucuKaumm Knrovyem M opraHa
no nepcoHanusauum Kapt nepen KomneteHTHbIM opraHom P® no ECTP

[r18] Opran mo ceprudukanuu KIOYSH W OpraH MO MEPCOHATU3AIUN HECYT
OTBETCTBCHHOCTH TOJILKO 3a T€ JCHCTBHUS, KOTOPhIE OBUIM COBEPIICHBI C HAPYIICHUEM
WIM B pa3pe3 C TOJOKEHUSMH HACTOSIIEro JOKyMeHTa. B ciyuae ecnu
BBIIICYKA3aHHBIC OPTaHbl JCHCTBOBAIU B COOTBETCTBUU C TOJOXCHUSIMHU HACTOSIICTO
NOKYMEHTa WJIA WHBIMH JOKYMCHTaMH, TMPHUHATHIMH B YCTaHOBJICHHOM TMOPSJKE,
PETIaMEHTHPYIOIUMH ~ TPAaKTUYECKHE MPOLEAYPbl CepTUPHUKAIMHM  KIIOUYeH |
NEPCOHANM3AMA KapT, OTH JCHCTBUS HE MOTYT OBITh KBaIH(PHUIMPOBAHBI Kak
HE3aKOHHEIE.

3.3.TpakTtoBaHus u peanusauus

3.3.1. Perynupyrouiee 3aKkoHOAaTeNbCTBO («BEpPXOBEHCTBO 3aKOHay,
«OCHOBHOM 3aKOHY)

HpaKTI/I‘-IeCKI/Ie MpoucaAypsbI CepTI/I(I)I/IKaHI/II/I KIIIOUEN U BBIITYCKa KapT AJOJIKHBI
orBeuath TpeboBanusiM ECTP u coorBercTBytomero 3akonogarenbcTBa Poccuiickoit
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®enepatnu. Ecnmu ECTP ycranoBnensl TpeOOBaHUS OTJIMYAIOIIMECS OT TpeOOBAaHUM
3akoHoAaTenbcTBa PD, To mpumensitorest TpedoBanus ECTP (1. 4 ct. 15 Koncturyuu
PD).

3.4.KoHmaeHUMaNbLHOCTb

KoHnuneHnmmanbHOCT, B YAaCTH  3aIATHl  TEPCOHATBHBIX JAHHBIX TPHU
WCIIOJIb30BAaHUM U O00pabOTKE TaKMX [aHHBIX JO/DKHA OTBEYaTh TPEOOBaAHUSIM
nupektuBbl CoBeta EBponapiamenta N 95/46/EC ot 24 okts0ps 1995 rona "O 3amute
IpaKJaH B CBSI3U ¢ 00paOOTKOM NMEPCOHANBHBIX JIAHHBIX U O CBOOOIHOM IEpEABUKECHUN
takux naHHbIX" ("JlupekTuBa o mpuBaTHOCTU'") M DenepanbHOro 3aKoHa Poccuiickoit
®deneparuu ot 27 uroisg 2006 roga Ne 152-D3 «O nepcoHalbHBIX JaHHBIX» B YaCTH, HE
npotuBopeyainieid aupexktuBe N 95/46/EC ¢ ydyetom mosoxeHud myHkTa 4 cratbu 4
JAHHOTO 3aKoHa U yHKTa 4 ctatbu 15 Koncruryiuu Poccuiickoit @eaepanuu.

3.4.1. Buabl mHdoOpmMauuMn, ANA KOTOPbIX AOMKHaA cobnroaartbes
KOHMAEeHUMaNbHOCTb

[r19] JIroOble mepcoHanbHBIC TaHHBIC WK JitoOas apyras WHPOPMALUU TaKOIo
pona, B T.4. uHGOpMAIUS O MPEINPUSTHH, UCIIOJIb3yeMasi OpraHOM 10 cepTUduKanuu
KJIIOUEH, OPraHoM IO TIEPCOHATU3AINM, a TaK e CyONOAPSIAHBIMUA OpPTraHU3aAIUsIMHU, U
HE UCIOJIb3yeMasl Il HaHECEHUs Ha KapTy IpH €€ BBITyCKe B OOpalleHHs SBISETCS
KOH(HICHIIMAILHON U HE MOKET OBITh NEepe/iaHa JJisi OTKPBITOrO paclpoCTpaHeHus 6e3
COOTBETCTBYIOIIETO pa3pelieHus] CyObeKTa TEPCOHATBHBIX JaHHBIX WJIH €T0
MpeCTaBUTENs, ecau uHoe He mnpeaycMorpeHo ECTP um  3akoHOZaTenbCTBOM
Poccuiickoit @enepanuu (cMm. 3.4.).

[r20] Bces mnepconanbHas wHpOpManuss W 3aKpbITBIE  YacTH KITFOUEH
HCITOJIB3yeMbIC OPTaHOM TIO0 CepTHU(HUKAIIMU M OPTaHOM IO MEPCOHANTHM3AIUN JTODKHBI
OBITH CTPOTO0 KOH(PUACHIUATBHBI.

[r22] Hudopmanus u maHHBIC, HCIOAB3yEMBbIE IPU PCAM3AUA CHCTEMBI
1u(poBbIX TaxorpadoB HE NOKHBI OBITH TOCTYIHBI JIJIT BCEOOIIETO MCIIOIb30BAHUS 32
MCKIIFOUCHHUEM CITy4aeB YCTAHOBJICHHBIX 3aKOHOATEIHCTBOM.

[r23] Hudopmanus u maHHBIC, HCIOAB3yEMbIE IPU PCAM3AlUA CHCTEMBI
1upoBbIX TaxorpadoB HE HOHKHBI ObITh JOCTYIHBI JIJI1 BCEOOIIETO UCTIOIh30BaHUS 32
MCKIIFOUCHHUEM CITy4aeB YCTAaHOBJICHHBIX 3aKOHOATEIHCTBOM.

3.4.2.UHbopmauuna, KoTopas He paccmaTpuMBaeTCA B KayvecTBe
KoHcduaeHUManbLHON

[r24] Ceprudukarsl He CUUTAIOTCS KOHPHUACHIIMATLHOW HHPOPMAIIUEH.

[r25] UnentudukannoHHbie NaHHBIC, a TaK K€ MEPCOHAIbHAs HWHPOPMAILUA U
uHpopmarus 00 OpraHu3aldyd, HaHOCHUMAas Ha KapTy, a Takke B cepTUUKATHI HE
SABJISIIOTCS ~ KOH(PUACHIMANbHBIMA, €clii uHOe He mnpexycmorpeno  ECTP,
3aKoHOAaTeIbLCTBOM P® (cM. 3.4.), chnenuaibHBIMU COIVIAMICHUSMU WM CTaTyCOM
MTOJIB30BATEIS.
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4. TpeboBaHMe K [OKYMEHTUPOBaHUIO npoueayp, peanusyeMbiX
OpraHoM no BbINYCKY KapT, cepTudUKauuum Kro4eln U OpraHom no
nepcoHanusauum KapT

[r26] Opran mo BBITyCKY KapT, cepTU(UKAIMU KIIIOYEH U OpTraH 10 MEePCOHAIH-
3aI[UU JOJKHBI UIMETh JOKYMEHTBI, OTPAXKAOIINE U3JI0KECHUE ITPAKTUYECKUX METOJIOB U
MPOLIEYp OCYIIECTBIEHHUSI CBOEW JEATEIBHOCTH B COOTBETCTBHHM C TPEOOBAHMSIMU
ECTP u nacrosimero nokymenra. /lanueie 10kyMeHThI («PyKoBOJICTBA MO MPaKTUKEY)
JOJIKHBI OBITh YTBEPKJACHBI COOTBETCTBYIOIIMMH OpraHaMH U corjlacoBaHbl ¢ Komrie-
TeHTHBIM opraHom o ECTP.

B wactHOCTH:

a) «PykoBoJicTBa IO IPAKTUKE)» JIOJLKHBI OMPEACTATh 0043aTENbCTBA BCEX BHEII-
HUX OpraHu3alliid, CBSI3aHHBIC C peaju3anueid (QyHKIUNH OpraHa mo cepTudUKanuu
KJIFOYEN M OpraHa IO MEepPCOHAIU3ALUMU, BKIIOYas NMPUMEPHBIEC MPOLEAYPHl U METOIBI
KOHTPOJIS.

0) «PykoBOACTBa IO MPAKTHUKE» JIOJKHBI OBITH TOCTYMHBIMU JUisi KomnieTeHTHO-
ro oprada no ECTP P®, a Takxe /1 nojs3oBaTeieii cucTeMbl IUPPOBOro Taxorpada,
MHBIX 3aMHTEPECOBAHHBIX CTOPOH (HAIIPUMED, ISl KOHTPOIUPYIOIIUX OPTaHOB).

[Ipu 3TOM oOprad no cepTuuUKalvy KIOYEW W OpraH MO NEPCOHAIU3ALMHA HE
00s3aHbl pas3rianiaTh NOJIb30BATENSIM BCEX JETANIEl MPAKTUYECKOW peann3aluy CBOUX
00513aTEIBCTB.

B) «PykoBOJCTBa MO MpPaKTUKE» JIOJDKHBI O0ECIEUUThH BBINOJIHEHUE BO3JIOKEH-
HBIX Ha COOTBETCTBYIOIIME OPTaHbl 0053aTENbCTB U NIPEAYCMATPUBATh OTBETCTBEHHOCTh
3a UX HECOOJII0ICHUE.

r) Oprasbsl MO BBIYCKY, CepTU(MUKAIIMU U MO TEPCOHATU3ANUNA KapT JOJIKHBI
ONPENEIIUTH MOPAIOK IepecMOoTpa «PYKOBOJICTB IO IPAKTUKEY.

1) OpraHsl 10O BBIMYCKY, CEPTU(GUKALMU U 10 NEPCOHATU3ALNHA KapT JIOJKHBI
yBenomisith Komnerentnsiii opran P® no ECTP 000 Bcex u3aMeHeHUsIX, KOTOPbIE OHU
IJIAaHUPYIOT BHECTH B «PyKOBOJCTBa MO MPaKTUKE», U TOCIIE 0JJ00PEHUS] U3MEHEHHOTO
JOKYMEHTA CHAENaTh €ro N0CTynHbIM. He3HaunTenbHble n3MEeHEHUS B «PyKOBOICTBE 1O
MPaKTHUKE» MOTYT ObITh BHECEHBI B TEKCT JIOKyMeHTa 0e3 ofgoOpenuss KomneTeHTHbIN
oprana P® no ECTP.

5. YnpaBneHue obopyaoBaHuem

CocraB 000pyAOBaHMs, UCIIOIB3YEMOrO MPU BHEAPEHUU CUCTEMBI HU(POBBIX Ta-
xorpadoB BKIIFOYAET B CeOI:

- KapThl KOHTPOJIBHBIX YCTPOUCTB (Taxorpados);

- KOHTpPOJIbHBIE YCTpOHCTBa (OOPTOBBIE YCTPOWCTBA — MOJIYJIM TPAHCHOPTHBIX
CPE/CTB);

- JTaTYMKH JIBIKEHUSI.

ObopynoBaHue ynpaBisieTCsl CAEAYIOUUME MOIb30BATEIISIMU:

- OpraHoM IO BBIMYCKY KapT (perucTpauus 3asBJICHUN Ha BblIady, 3aMEHY, 00-
HOBJICHUE KapT, paclpeieiecHle KapT, perucTpalus 3asBjieHUi Ha Bbllady cepTUdUKa-
TOB KJIFOUEH 000pyI0BaHUS U T.11.);
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- OpraHom 1o ceptuukanuu (BBITYCK KIFOUYCH B CepTH(PHUKATOB);

- OpraHoM Mo nepcoHaiu3anuu (rpaduueckas U 3IEKTPOHHAS MEPCOHATU3ALNA,
aHHYJIMpOBaHUE (YHUYTOXKCHHUE) KapT).

KomnierentHoiii opran P® no ECTP BbINOJHSIOT CIEAYIONIYIO POJIb B YIIPaBJE-
HUU 000PYOBAaHUEM:

- OCYIIECTBISIIOT O(DUIIMATIBHOE YTBEPKJECHUE THUIAa 000pYAOBaHMUS.

Opras 0o BbIITYCKY KapT BBITOJHSET CAEAYIOUIYIO POJIb:

- MIpUEeM 3asiBIICHUI Ha BblAady (IIPOJJICHUE CPOKA, 3aMEHY U T.II.) KapT, 3a-
SIBJICHUM HA BBIJAYy CEPTH(PHUKATOB KIIFOUEH 000PYy10BaHHUS,

- MPOBEICHUE MPOLIEAYPHI PETUCTPALINY 3asIBIICHUN;

- pacrpeneneHue Kapr;

- perucTpanus KapT 1 XpaHEHUE JaHHbIX.

Opran no cepTuduKauy u oprad Mo MEPCOHATU3ANNH BHITIOTHSIIOT CIEAYIONIYIO
pOJIb:

- KOHTPOJIb KauecTBa (TECTOBBIC UCIILITAHUS);

- KOHTPOJIb 32 KIIF0YaMU;

- [IEPCOHAIN3ALUS KapT;

- pacmpenenieHre Kitouen u cepTU(UKATOB.

5.1. KapTtbl TaxorpadoB

5.1.1. KoHTponb kKayectBa — (pyHKUMM opraHa no ceptucpukaumm wm
opraHa no rnepcoHanusauum KapT
[r27] Opran no ceprudukanuu u OpraH MO TEPCOHATM3ANUU KapT TOJDKHEI

FapaHTI/IpOBaTB HepCOHaJII/I3aI_[I/IIO TOJIBKO T€X BHIOB KapT, KOTOpBIC HpeI[yCMOTpeHBI
ECTP (cm. 5.1.7.5).

5.1.2. 3asiBnNeHMe Ha Bblga4vy KapTbl

[r28] Opran mo BeIMyCKy KapT JAO/DKEH COOOIIATh MOIB30BATEISIM HH(OPMAIIHIO
O CpPOKax M YCJIOBHSX UCIOJIb30BaHUsS KapT. MHbopmarus nomkHa ObITh M3JI0KEHA B
dbopme TOCTYIMHOMU IS TOHUMAaHMUSI.

[r29] [Tons30BaTens 00si3aH, MogaBast 3asBICHUE HA OJYYCHUE KapPThl U MOJIydast
€€ B TIOCJICJICTBUE, IPUHSATH YCTAHOBIIEHHBIE CPOKU U YCIIOBUS €€ UCIIOIh30BaHUA.

5.1.2.1.3as6nenue nonvzoeamensn

3asBieHUE HA MOJYyYEHHUE KapThl A Taxorpada JOKHO ObITh MOJaHO B (hopMme,
YTBEPKIACHHOW OPraHOM IO BBINIYCKY KapT M COrJacoBaHHOW ¢ KoMIeTEeHTHhIM
opranom P® no ECTP.

Orta QopMa [OOKHA COJAEpXKaTh JaHHbIC, KOTOPHIE IO3BOJSIOT MPABUIBHO
UACHTU(PUIIUPOBATH MTOJIH30BATETIS.

Hanee npuBoautcs uHPOpMarus HeoOXoaumas JUIisi BbIIaYM KapT BOAMUTEINS,
MacTepPCKOM, KOHTpOJIepa, IPEANPHUSATH.

[r30] s kapmer 6ooumens:

-®.N.0.;
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- laTa poXKJACHUS;

- ¢poTorpadus;

- MECTO OOBIYHOTO MPOKUBAHUS;

- IOYTOBBIN ajpec (€CIU OH OTJIMYAETCS OT MECTa OOBIYHOTO TIPOKUBAHUS );

- HOMEp MacropTa, KeM M Korja BblAaH (IUIsi MHOCTPAHHBIX TPaXKJaH — JaHHBIE O
3arpaHUYHOM IACIOPTE, UHOM UACHTU(PUKAIIMOHHOM JOKYMEHTE);

- HAMMEHOBAaHHUE CTPaHbI, BhIJIABIIIEH BOAUTEIBCKOE YAOCTOBEPEHUE;

- HOMEp HaIMOHAJIILHOTO BOJMTEIIBCKOTO YAOCTOBEpEeHUs (HAa AaTy BbIayu
KapThl);

- IPEINOYUTAEMbIN S3bIK OOIICHUS.

Ilpumeuanue: Kapma eooumens modxcem Oblmb 6b10aHA 3AA6UMENIO, UMEIOUeM)
NOCMOAHHOE MeCMO HCUMeNbCmeo 8 cmpane, 20e OH nooaem 3asa6j1eHue Ha NOoaYy4YeHue
Kapmeul.

1100 nocmosaHubiM MeCmoM HcUumenbCcmea NOHUMAEMCs NPOHCUBAHUE 800UMES
Ha meppumopuu 20cyoapcmea 6 meverue He menee 185 OHell kaxc0020 KaneHOapHo2o
200a 8 CUly e20 JAUYHBIX ULU NPOpecCUOHAIbHBIX 0013amenbems, aub0 66UQY JTUUHBIX
obcmosmenbcma.

B cnyuae cmenwvt so0umenvcko2o yoocmoseepeHus 8 meueHue cpoxa Oeticmeust
Kapmol 3aMeHa Kapmul He NPOU3800UMCHL.

[r31] [[ns kapmer macmepckoii:

- MOJHOE U  COKpAIICHHO€  HAaWMEHOBAHHWE  IOPUAMYECKOrO0  JIMIA
(MHAUBUIYATLHOTO MPEAPUHUMATES);

- aJipec MecTa pacloIOkKEHUS UCTIOJHUTEIIBHOTO OopraHa (FopuIndecKuit ajapec);

- MIOYTOBBIN aJpec IOPUIUYECKOTro JIHIa (MHANBUIYATLHOTO MPEAPUHUMATENS);

- nomkHocTh, ®.M.O. pykoBOaUTENS IOPUIUYECKOTO JHIA (MHAUBUIYAIHHOTO
MpEeANPUHUMATENS) WM JIMLA (JIML), HA3HAYEHHOTO(HBIX) MPUKA30M MO MPEANPUSITHIO
OTBETCTBEHHBIM(M) 3a TOJIyYCHHE, XPAaHCHUE U MCMOJIb30BAHUE KAapT, UX TMACIOPTHHIE
JnaHHbIe (HOMEp, K€M W KOTJa BbIJaH), JaTa pOKICHUS, HOMEp W Jara IpHhKaza o
Ha3HAYEHUU OTBETCTBEHHBIM 3a MOJIyYEHUE, XPAHEHUE U UCTIOJIb30BaHUE KapPTHhI.

Nudopmarus o panee BEIIaHHBIX KapTax:

- HOMEp;

- CPOK JICHCTBHSI.

Ipumeuanue: Kapmoi macmepckou 6v10ar0mcs IOPUOUYECKUM JTUYAM UTU UHOU-
BUOYAILHLIM NPEONPUHUMAMETISIM, 3APecUCmMPUPOSAHHbBIM Ha meppumopuu Poccuiickoti
Deodepayuu u OONYUEHHBIM 8 YCMAHOBIEHHOM NOpsdKe K BbINOJHEHU0 pabom no
YCMAaHo8Ke, NpoGepKe, MeXHUYEeCKOMY OOCIYHCUBAHUIO U DEMOHM) KOHMPOIbHLIX
yCmpoucms.

[r32] /[ns kapmel konmponepa:

- HAaUMCHOBAaHHME KOHTPOJILHOTO (HAI30pHOI0) OpraHa, €ro TePPUTOPHUATLHOTO
yIpaBJiCHUS,

- aJIpeC MECTOPACIIOI0KEHUSI TEPPUTOPUAIBHOTO YIIPABIICHHUS;

- 0 KaXJaoMy JHIly, MNOJy4yawllemMy KapTel: OomkHocTh, @D.M.O.; nara
poxnenus; ¢otorpadus; MacmopTHbIC JAaHHBIE, B COOTBETCTBHH C HAIMOHAIHHBIM
JOKYMEHTOM, UJEHTU(UIUPYIOIIEM JIMYHOCTh (HOMEp, KeM U KOT/1a BBIJIaH).
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KapTel KOHTpONEpPa BBIOAIOTCA MO MPEACTABIEHUID COOTBETCTBYIOIIETO HAA30P-
HOT'O OpraHa JINIaM:

- SBJISIFOIIUMCST COTPYTHMKaMH KOHTPOJBHBIX (HaJ30pHBIX) opraHoB Poccuiickoi
Qdenepannu, YINOJHOMOYEHHBIX  3aKOHOAATENIBCTBOM Poccuiickon ®denepauuu st
OCYIIIECTBJICHUS KOHTPOJIA 32 PEKMMaMU TPYJla U OTAbIXAa BOJUTEIICH MPU OCYILIECTBIIE-
HUW MEXTYHApOIHBIX aBTOMOOUJIBHBIX TIEPEBO30K;

- HE UMEIOIIIMM Ha MOMEHT I10JIauy 3asiBJICHUS B Clly4ae MEPBUYHON BbIJIa4U Kap-
Thl UTHOW JEUCTBYIONIEH KapThl (HE3aBUCHUMO OT €€ THuIla), BbiaHHON KoMIeTeHTHBIM
opranoMm 1o ECTP Poccuiickoii ®denepanuu, HWHOW JOrOBApHUBAOLIEHCS CTOPOHBI
ECTP.

[r33] [ns kapmul npeonpusmus:

- TOJHOE MW  COKpAIICHHOE€  HAUMEHOBAaHHE  IOPUIMYECKOrO  JIMIA
(MHAUBUIYaTBLHOTO MPEIPUHUMATES);

- aJIpec MecTa pacMoJIOkKEHNS UCTIOJIHUTEIIBHOTO opraHa (FOpUINYEeCKUN ajipec);

- IOYTOBBIN aJpec NPEANPUITHUS;

- npommkHOCTh, ®.M.O. pykoBoauTeNnss NpeANpHUATHS WK Juna (JIud),
Ha3HAYECHHOTO(HBIX) MPHUKA30M I10 MPEANPHUATUIO OTBETCTBEHHBIM(M) 3a IOJyYCHHE,
XpaHEHHWE W HCIOJIb30BAaHWE KapT, MX MACHOPTHBIC AaHHBIE (HOMEp, KeM W KOrjaa
BBIJIaH); HOMEpP M JlaTa IpMKa3a O Ha3HAYCHWH OTBETCTBECHHBIM 3a IIOJIy4YCHHE,
XpaHEHUE U HUCTOJIb30BaHUE KAPTHI.

Nudopmarus o paHee BbIJaHHBIX KapTax:

- HOMEp;

- CPOK JICUCTBHSI.

Kapmur npeonpusmus evioaromcs wopududeckum auyam u UHOUBUOYATbHLIM
NPeOnPUHUMAMETISIM, 3aPecUCmpUuposanuvim Ha meppumopuu Poccuiickoii @edepayuu,
OCYUecmenaiowum  (NIAHUPYIOWUM — OCYUeCMBIamb) MeHCOYHAPOOHble Nepeso3KU
2py308 U NACCANCUPOB ABMOMOOUILHLIM MPAHCNOPMOM, nonaoawue 8 chepy
oeticmsusi ECTP.

5.1.2.2.Coznamenue

[r34] 3asBuTtens, nogaBas 3asBJCHHE HA MMOJYYCHHE KapThI U MOJydas KapTy TEM
caMbIM MOJTBEpPKIAeT cBoe cornacue ¢ yciaoBusamu Komnerentnoro opran no ECTP
P® B cnemyromem:

- COIJIAIIAETCS CO BCEMHU CPOKAMHM M YCJIOBHUSIMH B YaCTH MCIIOJb30BaHUS
KapT Taxorada, BKJIIOUasi COrJiacle Ha UCIOJIb30BaHUE CBOMX MEPCOHATBHBIX JaHHBIX B
LEJISIX OCYILECTBICHHS KOHTPOJIS 32 PEKUMaMHU TPYJIa U OTAbIXA BOJAUTEIIECH;

- COTJIAIIAeTCsl U MOJTBEPIKIAET, UTO 3a BCE BPEMsI UCIIOIL30BaHUs KapThl (B
MpoIecce DKCIUTyaTalldd) HauvHasi C MOMEHTa €€ IMOJYy4YeHHs, JO TeX IMOop IoKa
NeHcTBUE KapThl HE OYyJIeT MPUOCTAHOBJICHO B YCTAHOBJICHHOM MOPSIJIKE:!

Kapta He OyJeT mnepegaHa TpEeTheMy JHIly, HE YINOJHOMOYEHHOMY B €€
HCIIOJIBb30BAHUH C 1IEJIBIO €€ IPUMEHEHHS B CUCTEME;

BCcs MHGOpMaIMs, MPEIOCTaBICHHAs OpraHy IO BBIMYCKY KapT SBISETCS
JIOCTOBEPHOM M COOTBETCTBYET TOW MH(OpMAIH, KOTOpasi 3aHECeHa Ha KapTy;

KapTa OyleT WHCMOJb30BaHA TOJBKO C YYETOM HMEIOIMMXCH «(OU3NIECKUX)
OrpaHUYECHUM.
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5.1.2.3.¥Ycnosusa npunamus opzanom no e6vINYyCKy Kapm pewieHus o
603MOICHOCMU 8b10AYU KAPMbL — OJ151 KAPHIbL 600UMEIIA.

[r35] KapTta BoamTenss MOXeT OBbITh BbIJaHa 3asABUTEIIO, UMCIOIIEMY OOBIYHOE
MECTO MpoKuBaHus (He MeHee 185 mHel) B cTpaHe, T/Ie OH MOJIAeT 3asBJICHUE Ha TOJTY-
YCHHE KapTHI.

[r36] Opran 1o BeIyCKy KapT JOJDKEH ObITh YBEPEH, UTO 3asBUTEIb HE SBISCTCS
MIOJTb30BAaTEJIEM KapThl, BEIJIAHHOHN B IPYTOid CTpaHe.

[r37] Opran mo BBITYCKY KapT JOJDKEH OBITh YBEPEH, YTO 3asBHTEIb HMEET
BOJUTEIIHCKHE TIPaBa COOTBETCTBYIOIMICH KAaTETOPHH.

5.1.3. Bo3oGHoBneHue (npoaneHne) cpoka AeNCTBUA) KapTbl —
OCYyLLECTBAETCA OpraHoOM Mo BbINYCKY KapT

[r38] Kapra cepBucHoro imenrpa (MacTepckoil) BbIZACTCS Ha CPOK He OoJiee
OJTHOTO T0J1a C IaThI BBIJJAYH KAPTHI.

[r39] Kapra BoamTens BbIaeTcss Ha CPOK He 0ojiee TpeX JIET C JaThl BbIIAYH
KapTHI.

[r40] Kapra npennpusTust BeIaeTCS HA CPOK HE OoJiee IMATH JIET C AaThl BhIIAYH
KapTHI.

[r41] KapTa koHTpoJiepa BBIaETCS HAa CPOK HE OoJiee ABYX JIET C JIAThl BhIIAYH
KapTHI.

Ipumeuanue: npusedennvie ¢ [r38], [r39], [r40], [r41l] cpoku Oeticmeus xapm
coomseemcmagyem ycmanogienHvim Ilpukazom Munmpanca Poccuu om 20 oxmsbops
2009 Ne 180, 3apee. Munrocmom Poccuu 02 gespans 2010 2., pee. Ne 16210.

[r42] Tlopsimok HamOMHUHAHHUS IOJIb30BATENIAIM O CPOKE OKOHYAHHUS JCHCTBHUS
KapTOYKM OIpENEEH OpraH IO BblJade KapT B pykoBoicTBe mo mnpaktuke «ECTP.
PykoBonmcTBO 1O BBIAaue, 3aMeHE, NMPUOCTAHOBICHUIO W aHHYJIHUPOBAHUIO JEHCTBHUS
KapT, UCIIOJB3YEMBIX B YCTPOHCTBAX KOHTPOJS PEKHMOB TPyJa M OTAbIXa BOIUTENICH
npu peanu3anuu TpedoBaHui EBpormeiickoro corjameHus, Kacaromerocs padoTh
AKUIMAKENW TPAHCIOPTHBIX CPENICTB, MPOU3BOMASIINUX MEXKIYHAPOIHBIE aBTOMOOHMIIbHbBIC
MIEPEBO3KUY.

[r43] 3asmiaeHme Ha TmpOICHHE CpOKAa JEWCTBUS KapThl OIPEICICHO B
pykoBoactea mno npaktuke «ECTP. PykoBomctBo 1o  Bblgaye, 3aMeHe,
MPUOCTAHOBIICHUIO U AHHYJIMPOBAHUIO JCUCTBUS KapT, HCIONB3yEeMbIX B yCTPOWCTBAX
KOHTPOJISI PEKMMOB TpyAa W OTAbIXa BOJIUTENECH MpU pealu3aiuu TpeOOBaHUN
EBpomneiickoro cornaimienusi, Kacaronierocsi padboThl IKUIAKENH TPAHCIIOPTHBIX CPEIICTB,
MIPOU3BOJISIINX MEXTYHAPOIHBIE aBTOMOOUIILHBIEC TIEPEBOZKIY.

5.1.3.1.Kapma eooumens

[rd44] TIpu HEOOXOMMOCTH OOHOBIICHHSI KapThl B CBSI3U C OKOHUAHHEM CPOKa €e
NEUCTBUS, JIepKaTelb KapThl TOKEH HAMPABUTH 3a8BJICHUE O BblJlau€ KapThl HA HOBBIN
CPOK HE Mo3/aHee 4yeM 3a 15 (msaTHaauath) AHEH 10 JaThl UCTEUYEHUSI CpOKa JEUCTBUS
KapThl.

[Topsinok 0OHOBIIEHHS KAPThl COOTBETCTBYET MOPSAKY BbIJIaUH.
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[r45] Ecnm monbp3oBarens AEWCTBYET B COOTBETCTBUU C  YCTaHOBJICHHBIMU
TpeOOBaHUSAMU, OpraH MO BBITYCKY KapT AOJKEH BbIIATh HOBYIO KapTy JO OKOHYAHUS
CpOKa JCUCTBUA TEKYIIEH KAPTHI.

5.1.3.2.Kapma macmepckoi

[r46] Tlonb3oBarenp JODKEH MOJATh 3asBICHUE O MPOJIJICHUE KapThl KaK MHHU-
MyM 3a 15 nHel 10 OKOHYaHUs CPOK JCHCTBUS KaAPTHI.

[r47] Opram mo BBITYCKY KapT JOJDKCH WPOJJIUTH CPOK JCUCTBUS KapThI
MacTepCcKOM B TeyeHue 5 pabouyux JHEH C JaThl PErucTpaluuu  3asBIICHUS,
0 OpPMIIGHHOTO B YCTaHOBIIEHHOM TOpPSAKE C MPEAOCTaBICHHEM BCEX HEOOXOIMMBIX
JOKYMEHTOB M JIaHHBIX.

5.1.3.3.Kapma npeonpusamusn

[r48] Tloaw3oBaTenb JOMKEH MMOAATH 3asBIICHHAE O MPOJJICHHE KapThl KaK MUHU-
MyM 3a 15 qHel 10 OKOHYaHUS ACHUCTBUS KapThl.

[r49] Ecnm monwp3oBaTenb ACHCTBYET B COOTBETCTBUU C BBIIICyKa3aHHBIMU
TpeOOBaHUSIMH, OPTaH IO BBIMYCKY KapT JOJKEH BBIJIATh HOBYIO KapTy IMPEINPHUSTHIO
110 OKOHYaHMS CPOKA JICMCTBUS TEKYIIECH KApThI.

5.1.3.4.Kapma xonmponepa

[r50] [Momp30BaTens MOMKEH MOJATH 3asBICHUE O MPOJJICHUE KapThl KaK MUHH-
MyM 3a 15 qHel 10 OKOHYaHUS CPOKa €€ NECUCTBUS.

[r51] Opram mo BBITYCKY KapT JOJDKCH WPOJJIUTH CPOK JCUCTBUS KapThI
KOHTpoJiepa B TEYeHUM S5 pabouumx JHEH C JaThl pPErUcTpanuu 3asBIICHUS,
O(OPMJIEHHOTO B YCTAHOBJICHHOM MOPSAKE C MPEIOCTAaBIECHUEM BCEX HEOOXOIUMBIX
JOKYMEHTOB U JTAHHBIX.

5.1.4. Bbigaya KapT Ha HOBbIN CPOK (OGHOBNeHue) unm obmMeH KapT —
OCYLLEeCTBMAETCA OpraHoOM No BbINYCKY KapT

[r52] Tlonwp3oBaTenb, MEHSIOMMK CTpaHy IOCTOSHHOIO MeECTa KHUTEIbCTBA,
MOET OOpaTHThCS B OpraH IO BBITYCKY KapT C 3asBieHHEM 00 OOMEHe KapThl
BoauTens. B ToM ciyyae ecau Ha MOMEHT MOJauM 3asBieHHs 00 oOMeHe, TeKyuias
KapTa SBISETCS JACHUCTBUTENBHOM (CPOK NEMCTBUSI KapThl HE HCTEK), 3asBUTENb B
Ka4yeCTBE MOATBEPKACHUS MPEABSABIISIET TOIBKO AaJPEC HOBOI'O MECTA KUTEIbCTBA.

[r53] Opran 1o BhIIyCKY KapT B3aMEH CTapoil KapThl BHIAAET HOBYIO, a U3BITYIO
KapTy OTIPABJISAET B COOTBETCTBYIOIIMN KOMIIETEHTHBIM OpraH JOTOBapUBAIOLICHCS
croponsl ECTP.

[r54] OOmen kapThl B CIEACTBHE HM3MCHEHHMS MECTa >KHTEILCTBA (CTPAaHBI
MPO>KUBAHMS) MPOU3BOAUTHCA B COOTBETCTBUHM C MPOLETYPOU BbIIa4d HOBOW KapThl.

5.1.5. 3amMeHa yTepsiHHbIX, YKpaAeHHbIX, NOBPEeXAEHHbIX KapT U Kapr,
paboTarowmx co c60siMU — OCYLLECTBIAETCA OpraHoM NO BbINYCKY KapT

[r55] B cnydae ecnu kapra moTepsiHa WM YKpajeHa, MOJIb30BaTENb JIOJDKEH
HE3aMEeUIUTEILbHO COOOIIMTh O JaHHOM (pakTe B OpraH MO BBIMYCKY KapT JIFOOBIM
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JOCTYIHBIM CIIOCOOOM (TenedoH, 3EKTPOHHAS [0YTa U T.I1.) U yKa3aTh MPU 3TOM CBOU
NacCHOPTHHIE TaHHBIE.

[r56] Hudopmarus 00 yKpaaeHHBIX WM IOTEPSHHBIX KapTaxX IOJKHA OBITh
pa3MellleHa B «YEPHOM CIHCKE» W OBbITh JOCTYIHOMN JUIsl BCEX CTpaH —
noroapuBaromuxcsi cropon ECTP.

[r57] TloBpexaeHHas W HeWcCIIpaBHAs KapTa JOJDKHA ObITh HAIlpaBlicHa B OpraH
0 BBIITYCKY KapT JJI1 YHUUTOXKEHUS U 3aHECEHUS] B «YEPHBIN CITUCOK.

[r58] Ecim xapra yrepsiHa, yKpajieHa, MOBPEXICHA MIIM HEHCIIPABHA, IOJIh30Ba-
TeJb JOJDKEH MOJATh 3asBJICHHE O 3aMEHE KapThl B T€UEHUHM 7 (CEMM) KaJleHAAPHBIX
THEH C MOMEHTA HACTYTIUICHUS PUYINH 3aMCHBI.

[r59] Ecim monw3oBarenb NPUAEPKUBACTCS BBINICYIIOMSHYTOTO TPeOOBaHUS,
OpraH 1O BBITYCKY KapT MOJDKEH BBIATh HOBYIO KapTy C KIIOYaMU U cepTU(UKATAMHU
B3aMEH CTapoll B TeueHHe 5 paboumx IHEH C MOMEHTa MOJAayud IMOJIb30BaTeleM
3asiBJICHUS O(POPMIIEHHOTO B YCTAaHOBJIEHHOM IOPSIIKE C TIPEIOCTaBICHUEM BCEX
HEO0OXOJAUMBIX JOKYMEHTOB U JJAHHBIX.

[r60] Cpox neidcTBHsS KapThl, BbIIaBacMOW B3aMCH CTApOW HMCUHCIACTCS C
MOMEHTa BBIJJa4M CTapod KapThl. Eciu 10 mcTeyeHus cpoka JIeWCTBHS BbIJaBaeMOM
B3aMEH CTapOil KapThl OCTAJIOCh MEHBIIE 6 MECSIIEB, OpPTraH MO BBITYCKY KapT MOXKET
BBIJIaTh HOBYIO KapTy.

5.1.6.PeI'VICTpaL|Mﬂ 3asiBrieHnsA O Bblaayde KapTbl - ocyuleCcTBNAeTCA
OpraHoMm no BbINYCKY KapT

[r61] Opran mo BbITyCKY KapT JAOJDKEH PErHCTPUPOBATh BCE MPEACTABICHHBIC HA
BbIJIa4y KapT 3asBJICHUS. DTU JaHHBIC JOJKHBI OBITh JOCTYITHBI JIJIi OpraHa 1Mo CepTH-
(duUKaIu ¥ opraHa Mo MepCcoHAIM3alMU C LETbI0 JadbHEHIIIEro UCIOIb30BaHUS ITON
uH(dOpMaIUu JJ1 TeHEpaIK cepTU(UKATOB U MIEPCOHATIN3AIUN KapT.

5.1.7. TllepcoHanu3auua KapT — OCYLIECTBNAAETCA OpraHom no
nepcoHanusauum KapTt

[lepconanu3aiusi KapT OCYIIECTBIAETCS TpadUUECKUM U BJICKTPOHHBIM CIIOCO-
O6om. JlaHHBIN TIpollecC OCYIIECTBISIETCS C MPHUBJICUCHUEM CYOTOIPSAHONW OpraHu3a-
IIMY, YKa3aHHOM B 1.1.1. HacTOAIIEro JOKyMEHTa, YTO HE YMEHbIIIAeT OTBETCTBEHHOCTHU
NA.

5.1.7.1.I paguuecxas nepconanuzayus

[r62] KapTsl moaBepratorcsi rpaduyeckoil MepCoHAIM3aIlMd B COOTBETCTBUU C
[Ipunoxenuem - Jlo6asnenue 1B x ECTP, paznen IV u [lpukazom Muntpanca Poccun
oT 20 oxta0ps 2009 r. Ne 180, 3aper. Muntoctom Poccuu 02 depans 2010 roga , per.
Ne 16210.

5.1.7.2.B600 oanHbix nonvzosameis

[r63] JlaHHble 3aHOCATCS Ha KapTy B COOTBETCTBHH C TpPeOOBaHHSIMHU
[Tpunoxenus - Jlo6aBnenune 1B x ECTP: nmoapaznen 2, nmpaBuna: TCS_403, TCS_408,
TCS 413 u TCS 418, B 3aBUCUMOCTH OT THIIA KaPTHI.

5.1.7.3.B60o0 knroua

[r64] 3akpeiTas wacTh KirOUeH JOJDKHA BBOJMTBCA B KapTy TakuM 00pa3oM,
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4TOOBI HE BO3HUKJIA BOBMOKHOCTh U3MEHEHHsI KItoueil BHyTpu KapThl. Llenecoobpazno
OCYIIECTBIISITh JAHHBIN MPOIIECC TAKMM 00pa3oM, 9TOOBI KITFOY HE TIOKHIA CPEely €ro
rereparun. ComepikaHne KapThl JODKHO TapaHTUPOBATh, YTO HE OJMH YEJIOBEK HU MPH
KaKuX 00CTOSTENIbCTBAX HE CMOXKET IMOJIYIUTh KOHTPOJb HaJ 3aKPBITON YacThIO KITF0Ya
0e3 MpoXOoXKIeHUS TPOIIeAyphl HaeHTUUKauu, pa3aen 7.2.Kimoun obopynoBaHus.

5.1.7.4. Boo cepmugpuxama

[r65] CepTudukar mosp3oBaTens H0JDKEH ObITh BBEJCH B KapTy J0 MOMEHTA €€
nepeIavyy MoJIb30BaTelio.

5.1.7.5.Konmpons kauecmea

[r66] Opran mo mepcoHamM3aMK JODKEH pacroiaraTh JOKYMEHTHPOBAHHBIMH
npoleaypamMmu, 00eCIeUrBAIONIUMI KOHTPOJb 3aHOCUMOW Ha KapTy rpaduyeckoil u
AJIIEKTPOHHOM HMH(OpPMAIMK C LETbI0 MPOBEPKH HX COOTBETCTBUA (HAKTUUECKUM
JaHHBIM TIOJIB30BATEIIS.

5.1.7.6.Aunynuposanue ( yruumoosiceHue) He 8bI0AHHBIX KaAPM

[r67] Bce moBpexaeHHble KapThl (MM KapThl MO KaKUM — JIMOO TMPUYMHAM HE
BBIJIAaHHBIC KOHEYHOMY II0JIb30BATEII0) JIOJDKHBI OBITh (U3HYECKH M DJICKTPOHHO
YHUYTOXEHbI (YTUIIM3UPOBAHBI) B TCUCHUE HE OoJiee 3-X JAHEHW ¢ MOMEHTA HACTYJICHHS
COOTBETCTBYIOILIETO COOBITHSL.

[r68] Bce moBpexaeHHbIE KapThl JODKHBI OBITH 3apereCTPUpPOBAaHHBI B 0ase
JTaHHBIX JTsl aHHYJIMPOBAHHBIX KapT.

5.1.8. Pernctpauma Kapt u xpaHeHue uHdopmaumm (6a3 gaHHbIX) —
OCYLLEeCTBNAETCA OpraHoMm No BbINYCKY KapT

[r69] Opran mo BbIyCKY KapT OTCICKHUBACT KXY KapTy M HOMEp KaKIOoh
KapThl, BbIJJAHHBIC MOJIH30BATEISIM U 3aHOCUT UX B COOTBETCTBYIOILIUN PEECT.

Oprad Mo BBITYCKY KapT XPaHUT MEpPEeYeHb M3TOTOBJICHHBIX KapT - CEpHUiHbIC
HOMEpA, CepTUHUKATHI.

5.1.9. NepcoHanusauua U Bbigaya KapT Nonb30BaTento.

Ilpumeuanue:

Buvioaua kapm nonvzosamenio — ocywecmensiemcs 0peaHom no 8blnycKy Kapm.
Ilepconanuzayus — ocyuwecmensemcs Op2aHom no NePCOHAIUIAYUL.

[r70]

- VTBepXKIEHHbIE TPOLEAYpbl IO TEePCOHAIM3AIUU  JOJDKHBI  OBITh
JIOKYMEHTAJIbHO MPOMHUCAHBI C IETbIO!

obOecrieueHuss MUHUMU3AIliY BpEMEHHU Ha XpaHEHUE MePCOHATU3UPOBAHHBIX KapT;

MpeA0TBPAIICHUS BO3MOKHBIX MOBPEKICHUM, MOTEPh U OIINOOK;

0€30MacHOr0 XpaHEHUs J0 Tepelayu IOJb30BaTeI0, BKIIOYAs XpaHEHUE B
Hepabouee (HOUHOE) BpeMs.

- [lepconanu3upoBanHas KapTa JA0JKHA ObITh HEMEIJICHHO HaMpaBjeHa TyAa, TIe
oHa OyJIeT mepejaHa WK BbIJJaHa TI0JIb30BATEIO.

- Ilepconanu3upoBaHHbIE KapThl JIOHKHBI BCErJa XPAHUTHCS OTACIBHO OT HE
MEePCOHU(PUITUPOBAHHBIX KaPT.
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- Kapter ansa taxorpadoB TOMKHBI PacOpOCTPAHATHCS TaKUM 00pa3oM, YTOOBI
MHHHMMH3HUPOBATH PUCK MPOMaXKU WU YTPaThl KapT.

- Ilpu BbpIgaue KapT KOHEYHOMY IIOJIH30BATENI0 HEOOXOAWMO YCTaHOBHUTH €TO
JUYHOCTH B COOTBETCTBHE C UACHTU(PUKAIIMOHHBIMU TOKYMEHTaMH.

- [lonp3oBaTenp (MOMydaTelb) AOJKEH MPEIOCTaBUTh ACUCTBYIONIUI TOKYMEHT,
YIOCTOBEPSIOLIHIA €ro JINYHOCTb.

- MomeHT nepefiauu KapThl JOJDKEH ObITh YIOCTOBEPEH MOMUCHIO TOJIH30BATES
(mostygatens).

5.1.10.AyteHTudnkauma kogoB (PIN) — ocywecTBnsieTca opraHom
no nepcoHanusauum KapT

[TonoxeHus: HACTOSAIIETO IMYHKTAa PpaclpOCTPAHAIOTCS TOJBKO Ha KapThl
CEPBUCHBIX IIEHTPOB (MACTEPCKHUX).

[r71] Kaptel macrepckux mopkHbl uMeTh PIN-kom, ucmomab3yembiid s
ayTeHTU(PUKALUKA KapThl U TeXxHU4YecKoro odopynosanus (IIpunoxenue — nodaBieHue
1B x ECTP, monpasnen 10: kapTel Taxorpada: 4.2.2).

[r72] PIN —kon momxen comepkath kak MuHUMYM 4 mudpsl ([Ipunoxenne —
no6asiienue 1B x ECTP, monpasznen 10: konTponsHOE ycTpoiictBo: 4.1.2).

5.1.10.1.I'enepayusa PIN cooos

[r73] PIN — xox no/mkeH TeHepUpOBaThCSA B 3aIMINECHHOW CpeJie, BBOJUTHCSA B
KapTy MacTepCKOW TpH COOJIOICHUWN YCTAHOBJIEHHBIX TPeOOBaHWU OE30MaCHOCTH.
Haneuatanusiit Ha Oymaxknom Hocutene PIN — kox oykeH ObITh MOMEIEH B KOHBEPT.
PIN — Ko/l MOXXET XpaHUTHCA B KOMIIBIOTEPE MPU YCIOBUU COOIIOJICHUS HEOOXOIUMBIX
Mep 1O TMPeAOTBPALIEHUIO BO3MOXHOIO ympaBiieHus JaHHbIM  PIN-komom
HECaHKIIMOHUPOBAHHOTO Tosib3oBaTens. Cucrema reneparuu PIN-komoB momkHa
orBevath TpeboBanusm I TSEC (Information Technology Security Evaluation Criteria —
KPUTEPUH WHPOPMAIIMOHHON TEXHOJOTHYECKOH Oe30macHOCTH) ypoBeHb E3, CC EAL4
(o6wwme kpuTepum 6e3onacHOCTU ypoBeHb 4) WM aHAJIOTMYHBIM KPUTEPHUSIM 0€301TacHO-
ctu ([Tpunoxenne — nodasnenue 1B k ECTP, monpazaenst 10, 11).

5.1.10.2.Pacnpeodeneenue PIN - k0006

[r74] PIN —xox MosxeT miepeiaBaThCs 110 OOBIYHOM MoYTe.

[r75] PIN — ©kox He [JODKHBI PacHpoOCTPaHATHCS  COBMECTHO C
COOTBETCTBYIOIUMH KapTaMH.

5.1.11. [JeaktMBauusa W YHUUYTOXEHME KapT — OCYLeCTBIAETCA
opraHoMm no BbINYCKY KapT 1 opraHoM no nepcoHanusauum KapTt

[r76] HeoOxomumo oOecreynTh BO3MOXHOCTh JCAKTHBALMU M KapT U KIIOYCH,
pacmlpocTpaHsieMbIX K Heil. PemieHne o JeakTHBAIMM W YHHUUYTOXKEHUU KapT TOJKHO
MPUHUMATBCS OPTaHOM IO BBIMYCKY KapT, MpOIeAypa IEeaKTUBAIMH JIOJDKHA MPOBO-
TUTHCSI OPTaHOM 10 TIEPCOHATU3AIINH.

[r77] JeaktuBamusi KapT IOJDKHA TPOBOJUTHCS C HCIOJIB30BAaHHEM COOTBET-
cTBymo1ero odopynoBanus. [locie 3Toro He06Xo0AMMO YOEAUTHCA, UTO KIIIOYU U KapTa
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(GyHKIIMOHATBFHO J€aKTUBUPOBaHbl. KpoMe Toro, kapra JoJKHA ObITh YHUUTOXKEHA (u-
3UYECKH.

KapTbl yHHuTOXAlOTCSI B mIpenepe, cepTU(GUUUPOBAHHOM JJsl YHUYTOKEHHS
OaHKOBCKUX U UICHTH(PHUKAIIMOHHBIX KapT.

[r78] JleakTHBHpOBaHHBIC KapThl JOJDKHBI OBITH 3apETUCTPUPOBAHBI B 0ase JaH-
HBIX U X HOMEpAa 3aHECEHBI B «YEPHBIN CITHCOK.

5.2. KOHTponbHoe ycTponcTBO (Taxorpad) n AaTtynk ABUNKEHUNA

B nacrosmee Bpems B Poccuiickort deaepannn HE TPUMEHSETCSL.

6. YnpaBneHne o6WwmmMmn (KOpHEBbIMU) U TPAHCNOPTHbLIMU KIlOYaMMU:
obLieeBponenucKMe  KIHO4YM, KMOYM  [OroBapuBalOLUMXCA  CTOPOH
(HauMOHanbHbIe KNK4YM), KNOYXM [ATYMKOB AOBWXEHWUS, TPaHCNOPTHbIe
KITHouu (KIHo4mM Ans nepeHoca).

DTOT pa3ziesl ONUCHIBAET MPOLEAYPHI YIPABICHUSA:

- OOIIEEeBPONIEUCKUMH  KJIIOYaMM — OTKpbITasg 4YacTh Kiatoya [ymaBHOTO
EBponeiickoro ceprudukanmonsoro nenrpa (ERCA);

- HallMOHAJIbHBIMU KJItouaMu Poccuiickorn denepanyn, a UMEHHO MOJMUCAHHON
napel kmouen Poccuiickont denepanny;

- KJIFOYaMH JaTYUKOB JBHXKECHUS,

- TPAHCIIOPTHBIMU KJTIOUaMHU (KJIFOUaMH JIJIsl TIEPEHOCA).

OtkpbiTass 4yactb kiawo4deii ERCA  (oTkpwIThIfi  (IyOJMYHBIN) — KITIOY)
UCIIONIB3YETCsl I TMOAnucaHusi (MOATBEPKIEHUS, CepTU(UKAIMKN) HAIMOHATBHBIX
Kiroueit noropapusatomuxcst cropod ECTP, B 1. 4. Pocculickoit @enepanuu. 3akpbiTast
yacTh Kirouer Hukoraa He nmokumaer ERCA.

HauuonanbHbie ka4 Poccuiickoil degepaumu — 3TO MOANKMCAHHBIE KIOUH
Poccuiickoii @eaepaiinn, KOTOpble MOTYT ObITh Ha3BaHbl KOPHEBBIMU KITFOUAMH.

Kiwoun aaTuyMkoB ABHKEHHMS — 3TO CHUMMETPUYHBIE KIIOYH, MOMENIAEMbIC
(BBOJIMMBIE) B KapThl MACTEPCKUX, TEXHUYECKOE OOOPYIOBAHUE U JATUUKU JBUKEHUS
JUIs B3aMMHOTO pacno3HoBanus. CeptudukanuoHHbiii opran Poccuiickoit ®enepanuu
MoJTy4yaeT KJIFOYM JTaTYUKOB JABMXKEHUsI 0T EBpomnelickoro cepTuuKalioHHOTO OpraHa,
XPAaHUT U PACIPOCTPAHSIET UX CPEAN ITPOU3BOIUTEIIEH.

TpancnopTHbIe KIH0YA (KJIOYH IS MEPEHOCA) — 3TO CUMMETPUYHBIC KITIOYH,
WCHOJIb3yEMbIE JUISl HAAEKHOW Nepelayd KIYEH JabYMOKB JIBIKCHUS — MEXIY
Erpomneiickum ceprudukanuonssiM rieaTpom (ERCA) u CA.

B cinydae ecnu ceprudukanmonnsiii opran PO Hyxmaercs B Ipyrux Kio4ax, a
HE B TE€X KOTOPHIC MEPEUMCIICHBI BBIIIE, 3TO HE MOXXET OBITh PAaCCMOTPEHO KaK 4YacTh
CUCTEMBI TaxorpadoB U HE UMEET HUYETO OOIIETO C HACTOSIIUM JOKYMEHTOM.

Opran no cepTuduUKaIMK KI0UYel JODKEH rapaHTHPOBATh KOHPUACHITNATBHOCTD
U UEJIOCTHOCTh OTKPBITOM M 3aKpPhITOM YaCTH BCEX KIIOYEH CreHEPUPOBAHHBIX,
WCHOJIb3YEMBIX W XPaHUMBIX B CBOEHM CHCTEME, a TaK K€ MWCKIIYUTH Cllydau
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HE3aKOHHOTO HUCIIOJIb30BaHUS ATUX KIIOUECH.

6.1.0TKpbITbIe (NYOnNU4YHbIe) knoun ERCA

[r98] Opran mno ceprudukanuu KIHOYCH JOHKCH XPAaHUTh OTKPHITYIO YacTh
kmoueit ERCA  (EUR.PK) Ttakum oOpa3om, 4TOOBI 00€CIICYWTh MX IICIOCTHOCTH M
JOCTYITHOCTH B JTFOOOI MOMEHT BPEMEHH.

[r99] Opram mo mnepcoHanM3alMK OJHKCH TapaHTUPOBATh, YTO OTKPHITAS
(my6smanas) gacth kiroua ERCA (EUR.PK) BBoAHTBECS BO BCE KapThI.

6.2.Knoun goroBapuBaroLWmMXcsi CTOPOH

Kntoun P® — 310 nmoanucanHas mapa KIHOYeHd, CTEHEPUPOBAHHBIX OPraHOM IO
ceptupukanuu PO, ucnons3zyemast 1151 cepTUPUKALNN KITH0Ye 000pyI0BaHHUS.

Habop (mapa) xmrodeit coctouT w3 oTkpbiTo dactm (MS.PK) m 3akpsiToii
(MS.SK) yactu kirouei.

OtkpsiTas yacth kiatouelt ceptudunupyercas ERCA, Ho Bcerna renepupyercst op-
raHOM I10 CEPTU(PUKAINUA CAMOCTOSTEIHHO.

[r100] 3Bakpeitas uacth kiroueli Poccuiickoit ®denepanuu MOXeT OBITh
UCIIOJIb30BaHA TOJBKO JUISI TOJIMUCAHUS CEepPTHUPUKATOB KapT Taxorpada H s
dbopmupoBanus 3ampoca B ERCA na nmoanucanue ceprudukatom kiroua (KCR).

6.2.1. leHepauua HauMoHanbHbIX Kno4ven PO

[r101] I'enepamusi Ha6opa kJro4veii P@® B COOTBETCTBHM ¢ TPeOOBAHUSIMU
ECTP pnouxHa ObITH OCYyIIECTBJIEHA C UCHOJb30BaHHEM 000PYA0BAHHUA, KOTOpPOE
npeacTaBjisierT co00il HAIEXKHYIH) CHCTEMY, COOTBETCTBYIOLIYI0 TpeOOBaHUAAIM 0e3-
onacHocTH yctaHoBjaeHHbIM B FIPS 140-2 ypoBenb 3 uiu Bblie.

[r102] YcrpoiicTBO is reHepaly KIF4el JOJDKHO OBITh aBTOHOMHBIM.

[r103] dakThdeckw WCHOIB3yeMOE YCTPOMCTBO M TPeOOBaHUSA, KOTOPHIM
OTBEYAET O3TO YCTPONCTBO NPOIHCAHBI B PYKOBOACTBE IO TPAKTHUKE OpraHa II0
cepTudUKaInH.

[r104] I'enepanus HaOopa KirOYEH OpraHoMm Io cepTudukanuu kioucii PO Tpe-
OyeT HanMMuus KaKk MUHUMYM TpEX pa3HbIX mpeacTaButeiield. Kak MUHUMYM OJWMH W3
HUX BBITMIOJTHSAET POJIb AMUHUCTPATOPA OpraHa mo cepTUUKAIMKI WK aIMAHACTPATOpa
opraHam 1O MEepCOHAIU3AIUN), IPYTUE MPEACTABUTEIHN BBIMOIHSIIOT POJIb TOBEPEHHBIX
auil (cM. paszaen 9.3 HACTOSIIEro JOKYMEHTA).

[r105] T'eneparust KiItouei MOHKHA OCYIIECTBIATHCSA C HMCIIOJIb30BAaHHEM ajro-
purMa RSA ¢ muHo#t momyins kiaroua N=1024 o6ut (ITpunoxenue — Jloo6aBnenue 1B k
ECTP, monpasnen 11, moamynktel 2.1, 3.2).

[r106] Opran mo cepruduKaiui KI0YeH A0/DKEH BIAJAeTh KAK MUHUMYM JBYMS
(2) mapamu KjIrOYEH C ACHCTBYIONIMMH COBMECTHO TOJIHUCAHHBIMU CEPTH(PHUKATAMHU C
IIEJIbI0 TAPAHTUH HEMIPEPHIBHOCTH TIPOIEcca U KaK MAaKCUMYM TATHIO (5) mapaMu KITio-
yeit PO ¢ nelicTBYIOIMMU COBMECTHO MOIMCAHHBIMU CEPTU(UKATAMHU C IEIBIO TapaH-
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TUU HETPEPHIBHOCTU MpOIEcca, MOCKOIbKY EBpomeiickuil cepTU(PUKAIMOHHBIN LIEHTP
HE MOXET 00ecTIeunTh OBICTPYIO 3aMEHY CepTU(PUKATOB.

6.2.2. CpOK AencTBus Knro4ven AoroBapmBaloLLUXCs CTOPOH

[r107] Cpok neiicTBHs 3aKpbITON YacTH maphbl Kimoueir P cocraBseT He Goiee
2 7eT ¢ MOMEHTa CepTU(UKAIIMKA COOTBETCTBYIOIIECH OTKPHITON YacTu Kirouel. Kiroun
HE MOTYT OBITh HCITOJIb30BaH TMOCIIE OKOHYAHMS CPOKA UX JIEUCTBUS HU IO KaKOH MpH-
JIHE.

[r108] OTtkppiTas 4acTh KIHOYCH HE UMEET CPOKa JICHCTBUA.

6.2.3. XpaHeHue Kin4en aorosapmBaroLeuca CTOPOHOM

[r109] 3BakpeiTas YacTh KIIIOYCH MHODKHA COACPKATHCS M YIPABISTHCS
CHeIUaIbHBIM YCTPOMCTBOM, B pabOTy KOTOPOTO HE MOXKET OBITh OCYIIECTBICHO HU
KaKoro BMENIATEIhCTBA, OTBEUAIONUM TPEOOBaHUSAM 0€30IaCHOCTH YCTAHOBICHHBIM B
FIPS 140-2 ypoBens 3.

[r110] JInst moctyma K Kjro4aM oOpraHa 1o cepTH(HKaiuMu Kirodel, Tpedyercs
JIBOMHOM KOHTPOJIb. DTO O3HAYAET, YTO HUKTO B OJIMHOYKY HE MOXKET HCIOJIb30BaTh
cpenctBa (METO/IbI, MEXaHU3MBbI), HEOOXOUMBIE ISl TIOJIYYeHHS JOCTyIa K 000JI0UKe
(MecTy, ¢aiiny W T.J.) TJ€ XpaHUTHCA 3aKpbITasg 4acTh Kimodei. OjHako, 3TO HE
O3HA4yaeT, 4YTo cepTUdUKaAThl KIoueld o0OpyJOoBaHWE JOJDKHBI BBIAABATHCA C
HCITOJTh30BAaHUEM TTPUHITUIIOB TBOMHOTO KOHTPOJISL.

6.2.4. QyonukaTt 3akpbITOM YacTu Knroyen PP

[r111] TloamwmcaHHas 4YacTh 3aKpBITBIX KiIodedr P®  MoxeT  OBITh
poIy0JIMpoBaHa NpoLEeaypOi BOCCTAHOBIICHHS KITIOUEH, TpeOyromIeil o KpaitHell Mmepe
JIBOMHOTO KOHTpoJsi. MHcmonb3yemass mpolreAypa JOJDKHA OBITh TpoOMNHCcCaHa B
pykoBoACcTBe 1O mpakTuke. OnHako, eciu HaOOp KIIOYEH HCHOJb3yeTCs B
cootrBercTBUH ¢ [r106], HEOOXOIMMOCTH M3TOTOBJICHHUS AyOIHKaTa OTCYTCTBYET.

6.2.5. «YcnoBHoe AenoHMpoBaHMe» 3aKpbITOU YacTu Knoyen PO
[r112] 3BakpeiTas YacTh TMOAMHMCAHHBIX KiIoueii P® He MoxkeT OBITH
JIEMIOHNpPOBaHa — IIepelaHa Ha XpaHEHHE TPEThEMY JINLTY.

6.2.6. Yrpo3a (onacHOCTb) ANsl 3aKpbITOM YaCTU KIHOYen

[r113] Bo wu30ekaHue BO3MOXKHOCTH TIOJIYYCHHS OIJIACKH 3aKpPBITOM 4YacTh
KJIIOYeH, a Tak e BO H30eKaHWe BO3MOXHON Yrpo3bl, HEOOXOAMMO pa3padoTaTh
MOAPOOHYI0O HMHCTPYKLHMIO, MPONUCAHHYI0 B PYKOBOJICTBE IO MPAKTUKE OpraHa Io
cepTUpUKaLUU Kitoueh. B 3ToM 10kyMeHTe HeoOX0IUMO pa3paboTaTh MEphl, KOTOPbIE
HEOOXOAMMO TPEANPUHATH TI0J30BAaTENI0 WM MEePCOHAIy, OTBETCTBEHHOMY 3a
0€30MMacHOCTb B CIIy4ae BO3HUKHOBEHHS BO3MOYKHBIX YIPO3.

[r114] B cnyudae yrpo3sl (OMacHOCTH) JJIs 3aKPBITOH YacTH KIIOYEH, OpraH 1o
cepTuUKANKA KITIOYEH KaKk MUHUMYM JOJDKEH mpouH(popMupoBaTh KomreTHbIi
opran P® mo ECTP, EBponeiickuii cepTuduKanmoOHHBIA OpPraH W HAI[MOHAJIBHBIE
OpraHsI 10 CepTU(PUKAINN KITFOUEH Ipyrux noroapuBarommxcs cropod ECTP.
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6.2.7. OKOHYaHMe CcpoKa [eucTBUSA KJOYeu [oroBapuBaroLLencs
CTOPOHBI

[r115] Opran mo cepTudukanmu KIrOYeld TOKEH pa3padoTaTh CIeUaTbHBINA
NOpsAIOK,  OOecrneuyMBarOMii  HaJIW4Yhe  JCUCTBYIOUINX,  CEPTHPHUIIMPOBAHHBIX
MOJMKUCAHHBIX AP KJIKOYECH.

[r116] ITocne Toro, Kak CpoK JEHCTBHUS IMOANMCAHHBIX HAIIMOHAIBHBIX KITFOUSH
P® 3akoHumiicS, OTKpBITAasl YacTh KIIIOYEH JTOJDKHA OBITh apXMBHUPOBAHA, a 3aKpbITas
4acTh KJIIOYEH J0HKHA OBbITh:

- YHUYTOKEHA TaKUM 00pa3oM, 4TOObl OHA HE MOTJIa OBITh BOCCTAHOBJICHA; WIIH

- COXpaHEHa TakuM oO0pa3oM, 4yTOObl OHa Oblla HAJEXKHO 3alllMIleHa OT
BO3MOKHOCTH JTAJIbHEUIIIETO UCIIOIb30BaHUSI.

6.3. Knouu gatymkoB ABUNXEHUSA

[r117] Opran mno cepTUHKAIMK KIHOUEH JTO/DKEH CIellaTh 3alpoc B
EBponeiickuii cepTU(PUKALMOHHBIN [IEHTP Ha MOJyYEHHE KIIFOUEeH JaTUYMKOB JABUKECHUS
Kmye (IIpunoxenue [JobaBnenue 1B, moapazgen 11:3.1.3). Opran no ceptuduxanuu
KJIo4ueld He oOpamaercss 3a MOJYyYEHHEM OCHOBHOrO (IJIaBHOTO) KIIOYA JaT4YHMKa
IBIDKEHUST KM wiM Kiroya aTyvka ABMKEHUs 111 ooopyaoBanust KmVU.

[r120] Opran no cepruduKkanum JOJDKSH HAPABUTh KIIFOY MacTepckoir Kmyc B
Opras Mo nepcoHaJIn3aluu JJid BBEACHUE B KAPThl MACTEPCKOM.

[r121] Opram mo mnepcoHaNM3alUK JOJDKCH B3ATh Ha ce0S (QYHKIUIO 10
00€eCIeUYEHNI0 TOTO, YTOOBI KJIIOUM JATYUKOB JBUKEHUS IJIs MacTepckux Kmwe ObLIn
BBeJIeHl BO Bce KapThl Mactepckux ([Ipmnoxenune JloGaBnenue 1B, moapaszmen
11:3.1.3).

[r122] Opran mo ceprudukanuu W OpraH MO MEPCOHATM3AMU JOJDKHBI, B
MPOLIECCE XPAHEHUs, UCTIONb30BAHUS U paclpesieieHns, 00eCeUnTh 3allUTy KIHo4en
JTATYUKOB ABWKCHHS Il MacTepckod Kmy: ¢ BbICOKON rapanthei (Gu3WYECKOW H
Jgorudeckor 6e3omacHoCTH. KMy TOKEH CONEpKaThCs U YIPaBISITHCS ClIEHUATbHBIM
YCTPOMCTBOM, B pabOTy KOTOPOrO HE MOXKET ObITh OCYIIECTBICHO HM KaKOro BMella-
TeNbCTBa, OTBevaromero tpedosanusiM FIPS 140-2 ypoBeHs 3 win BoIIIIe.

6.4. TpaHCNOPTHbIE KITHO4M (KITHO4YM AN nepeHoca)

[r123] Ins Ge3omacHoi nepemaun Kmye, oprad no ceprudukaiuu kiroueid PO
W/WIN OpraH IO TEPCOHAJIM3AIMK JO/DKEH CreHEepHpOBaTh accuMmerpuueckyro (RSA)
napy kimtouedt. Oprad no cepTudukanuu kitoued PO umm opran mo nepcoHaIn3anuu
JOJKEH B MIPOLIECCE XPAHEHMsI, UCTIOIb30BaHUS U pacipeeseHus 00eCTeunTh 3aluTy
KJIIOUYel C BBICOKOM rapanTtueil ¢usmyeckoil u Joruueckoil OezomacHocth. Kiouum
JOJIKHBI COJEPXKATbCSI W YOPABISTHCS B HAACKHOM CHUCTEME, COOTBETCTBYHOUIEH
TpeboBanusM yctaHoBieHHbIM B FIPS 140-2 ypoBenb 3 wiu BbllIE.

6.5. 3anpoc Ha cepTudUKANUIO KIHOYA U 3aAMPOC HA MOJYyYeHHE K04 JaT-
YHMKA JBHKEHUS
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Bce TpaHcnopTHBIE KIIFOUM IPUMEHSIEMbIE OPIAaHOM IO CEPTU(PUKALMN OTBEYAOT
TpeOJOBaHMUs B YaCTU TEXHUYECKUX CPEACTB, CpeAbl U IMPOTOKOJOB, YCTAHOBJIEHHBIX
nonutukoil ERCA. KomneTeHTHBIM OpraH TOJDKEH HAa3HAYUTh OTBETCTBEHHOE JIHMIIO C
1enbio odecredeHnst GyHKIIMOHUPOBAHUS CPE/Ibl (MEXaHU3MOB), IPU MTOMOIIH KOTOPO
npoucxoauT obmenue oprana no cepruduxaru CA u ERCA.

[r123.1] Opran no ceprudukanuu kiodeir PO npenoctaBiseT OTKPHITYIO YacTh
kmouelr (CA.PK) ma ceprudukamuio B ERCA, wmcmonp3ys mpoTOKON 3ampoca Ha
ceprupukammio kimoya (KCR) omucanusiii B [Ipunoxkennn A «Cuctema 1uppoBbIX
taxorpados. OcHoBHas nmonutuka EBponeiickoro corosa.»

[r123.2] CA nomxen npusHath oTKpbITHIN K04 (EUR.PK) B dopmarte pacmpe-
nenenusi, onucanHoM B [lpunoxkenue B k mokymenty «Cucrema nudpoBbIX Taxorpa-
¢oB. OcHoBHas nonuTHKa EBpomneiickoro corosay.

[r123.3] CA nenaer 3anpoc Ha KmMWC B ERCA, ucnoib3yst mpoToKoJI 3ampoca
kimoua (KDR), onucannsiii B Ilpunoxennn D k nokymenty «Cuctema mudpoBbIX Ta-
xorpagoB. OcHOBHasi moiuTUKa EBporelickoro corw3a.

[r123.4] CA wucnosab3yer Gpu3HUECKyIO cpeay Ui MepeHoca Kiroua U cepTudu-
kara, onucanubie B [Ipmioxenun C k mokymeHty «Cuctema 1udpoBbIX Taxorpadgos.
OcHoBHas nonuTuka EBporneiickoro cor3ay.

[r123.5] CA nomkeH rapaHTHpOBaTh, 4TO HIACHTU(UKATOP KIFOYA M MOJCIH
kioueid, nepenaBaembie B ERCA Ha ceprudukanuio v mojiydeHHe KIIO4a JaT4hKa
JIBYDKEHUS SBJISTFOTCS] YHUKATBHBIMA BHYTPH CUCTEMBI.

7. Knoun obopyaoBaHua (acCMMeTpUYHbIe)

Knroun oOopynoBaHusi — 3TO acCUMETpUYHBIC KIIIOYM, TE€HEPUPOBAaHHBIC B
IpOLECCe BBIMYCKa/TIPOU3BOICTBA 00OpYyIOBaHUsS (KapThl; LUPOBBIE KOHTPOJIbHbBIE
ycTpoiicTBa) ¥ CepTUGUIMPOBAHHBIC OpPraHOM IO CepTHUKAMH  KIFOYeh
JOTOBAPHUBAIOILEHCS CTOPOHBI B CUCTEME IIUPOBBIX Taxorpagos.

YnpaBneHue KIOYaMy JaTYNKOB JBUKCHUS IPUBOINTCS B pasneie 6.3.

7.1.0CHOBHbIE acneKkTbl AeATeNIbHOCTU opraHa no nepcoHanusauuu
M opraHa no ceptucdpukauum Krryem [OOroBapuBalOLLENCA CTOPOHDI,
BKNoYas npoussoauTenen ooopyaosaHus

[r124] Naunuanuszaims o0opyaoBaHus (KapThl U TEXHHYECKOE 00OPYIOBaHUE),
3arpy3ka KIIOUYell W TEepCOHANM3allvs JOJDKHBI OCYIIECTBISATHCA B YIPABISIEMON U
O0e3onacHoil 30He. JlocTynm B JaHHYIO 30HY JOJDKEH OBITh CTPOrO OrpaHUYEH,
yrpaBlieHue 0€30MacHOCTHIO 30HBI JOKHO OCYIIECTBISITHCS 3a €€ MpeAesiaMu, TOCTYI
B 30HY TpeOyeT Kak MHUHHUMYM 2 JHIla ¢ IeJiblo obOecriedeHus Oe3omacHocTH. B
MPOIIECCe PETHCTPAIlMU JOJDKHA OBITh COXpaHEHAa BO3MOXKHOCTH JIOCTyNa B 30HY M
yrpaBlieHUs1 6€30MaCHOCTHIO B CHCTEME.
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[r125] Wudopmarus B cucTeme, CBA3aHHAS C TCHEpAIlUCH KIIOYEH HE MOXKET
OBITH OCTaBJICHA B HEW B TOM BHJIE€, B KOTOPOM 3Ta MH(OpMAIUs MOKET HAHECTU BpE
peanu3aluuy MoJIOKEHUI HACTOAIIErO TOKyMEHTA.

[r126] IlpumenutenpHO K KapTam Taxorpada: wuHbopMalus B CHCTEME,
CBs3aHHAs C MepCOoHAIM3aIMeN KapT, He MOXKET ObITh OCTaBJeHa B HEW B TOM BHJIE, B
KOTOPOM 3Ta UH(OpMaIMs MOKET HAHECTH BpeJl peasi3alii MOJ0KEHUM HACTOSIIETO
JIOKyMEHTA.

[r127] B HacTosimee BpeMst He ucnoib3yercst B Poccutickoit denepanum.

[r128] Orpanuzamuu (MCHOJHUTEIH 1O CYOKOHTPAaKTaMm), OCYIIECTBIISIONINEC
TeHEepaIUIo KITI0UeH U MepPCOHATM3AINI0 KapT OT JIMia 00Jiee 4eM OJTHOTO TOCyAapcTBa
— yuvactHuka ECTP A0mKHBI peann30BbIBaTh CBOM IMOJHOMOYHS OTIEIBHO JIPYr OT
apyra. Ilpu 3ToM, JOMMKHA BECTHCH PETUCTpAlMs KaKIOTo OTIACIBHOIO Mpolecca M
COOTBETCTBYIOIIMA OpraH JOKEH WMETh JOCTYNl K JaHHBIM TIpoleccaMm IpHu
HEOOXOIUMOCTH.

[r129] B nacrosiee Bpemst He Ucnoyib3yeTcs B Poccutickoit denepanuu.

[r130] Opran no ceptuduKauu KI0YeH U OpraH Mo NePCOHATM3AINN JODKHBI
o0ecreunTh BEJCHUE PErUCTPallMK MPOILIECCOB MEPCOHATU3AIMK KapT U cepTUdUKAITUN
KJIOUel, TakuM o0pa3oM, 4TO Obl ObUT OOECIEYEeH €IUHBIA B3aMMOYBSI3aHHBIN y4yeT
3aKa30B, CIIMCKAa COOTBETCTBYIOIIUX HOMEPOB OOOpPYIOBaHUS M CEpTU(DUKATOB.
Komnerentneiii opran PO@ no ECTP nmomkeH uMeTh JOCTYyH K 3TUM IMPOLECCAM MPH
HEOOXOIUMOCTH.

7.2.Knoun obopynoBaHus

7.2.1. TeHepauua Knoyen obopyaoBaHnA

[r131] Kiroun MoTyT OBITH T€HEpUPOBAHBI JHUOO OPTaHOM IO MEPCOHAIHM3AIINH,
a1bo opranoMm 1o ceptudukanuu kimouei. (IIpunoxenne — lobasiaenune 1B k ECTP,
Pazmen 11: 3.1.1).

[r132] Opranu3saiius, BRIIOTHSIOIIAS TEHEPAITUIO KIIFOUEH JT0JKHA OBITh YBEPEHA,
YTO KJIIOYHM K 00OpPYJOBAaHUIO T€HEPUPOBAHBI HAJICKAIIUM CIIOCOOOM M UTO 3aKphITas
4acTh KJII0YEH K 000pYI0BAHUIO HAJICIKHO 3aIUIICHA (XPAaHUTHCS B HAJIC)KHOM MECTE).

[r133] I'enepanus kiItouYeit JODKHA OCYIICCTBIATHCS MPU TOMOIIM 000pyI0Ba-
HUS, KOTOPOE OTBEUaeT TpeOOBaHUAM, O€30MacHOCTH ycTaHoBlIeHHbIM B FIPS 140-2
ypoBeHb 3: renepanuto kimoueil ocymectsisier HSM ProtectServer Gold, nmeromuii
ceprudukarsl FIPS 140-2 yposens 3.

[r134] Kirtoun 10KHBI OBITH TEHEPUPOBAHBI ¢ HCITOJIb30BaHUEM ajroputMa RSA
¢ amuHOoW Momyist kitoda N=1024 6utsl (ITpunoxenne — JlodaBnenune 1B k ECTP, Pas-
aen 11:2.1,3.2).

[r135] IMporemypsl reHepaIiu U XpaHEHUs! 3aKPBITOW YaCTH KITFOUYCH HE TOJIKHBI
JOITyCKaTh TOTO, YTOOBI 3TH MPOIEAYPHI BEIXOAMIN 3a MPEAETbl CHCTEMBI, CO3/IaBIICi
ux. bonee Toro, Bcsi mHpopMaIus AOMKHA OBITH yJaJieHa U3 CHUCTEMBI HEMEIJICHHO
I0CJIE BBEJICHUS KJIOUEU B YCTPOMCTBO.

[r136] OTBeTCTBEHHOCTHIO OpraHHW3alUK 10 TCHEPAlUH KIIOYCH SBIISCTCS
peanu3anys  COOTBETCTBYIOIIMX  MEpPOINPHUSATHH, HAMpaBICHHBIX Ha  CO3/IaHUC
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VHUKAQJIbHOM YaCTH OTKPBITHIX KIIOYEH 1O TOr0O MOMEHTA IMOKa He OyaeT BBIIaHO
ceptudukara. (ITo cBoelt mpupojie cucremMa reHepaluy Kioueld SBISIETCS CIy4yalHOM,
U TI0O9TOMY BEPOSTHOCTh T€HEpallMi HE YHUKAJIBHBIX KIIIOUe He3HAUUTEbHA).

7.2.1.1.I'enepayus nakemmwvix Kirouei

[r137] I'enepanus kimroueii MOKET OBITH OCYIIESCTBICHA «IMAKETHBIM CIIOCOOOM)
3apaHee, JO MOMEHTa TIOJla4d 3ampoca Ha TMOJy4YeHHe ceprudukarta, WIH
HEMOCPEACTBEHHO TPH MOJjava 3arpoca Ha BhIIady KITIOYEH.

[r138] IlaketHas 00paboOTka JAaHHBIX JIOJDKHA OBITH  BBIIOJHEHA C
UCIIOJIb30BaHUEM aBTOHOMHOTO OOOPYJOBaHMsI, OTBEYAIOUIETO BBIIIEHU3I0KEHHBIM
TpeboBaHUsM Oe30macHOCTU. L[eI0CTHOCTE Kitouel AO0JbKHA OBITh 3allUIIeHa JI0 TeX
op, MOKa JEHCTBYET cepTU(]UKAT.

7.2.2 JlermTUMHOCTb Kno4yen obopyaoBaHus

7.2.2.1.Knrouu na kapmax

[r139] Cpok wucmoab30BaHMs 3aKPHITOH YacTH KIIOYEH KapT COBMECTHO C
cepTuUKaTaMu, BbIJJAHHBIMU B COOTBETCTBUM C HACTOSIIUM JOKYMEHTOM HE JOJIKEH
MIPEBBINIATH CPOKA ACHCTBUS CEPTUPUKATOB.

7.2.3. PeructpaumoHHoe obopyaoBaHue (Taxorpadcbl)
[r140] B mactosimiee BpeMs He UCToib3yeTcs B Poccuiickoit denepanuu.

7.2.4.XpaHeHue U 3awmTa 3aKpbITON 4YacTU Knryen obopyaoBaHuA -
KapTbl

[r141] Opran no nmepcoHalM3aIluK JOJDKEH TapaHTUPOBATh, UYTO 3aKPhITast YacTh
KJIFOYEH KapThl, BEIAAHHOW MOJIB30BATEINIO 3AIIUILIEHA B COOTBETCTBUM € NPOLELYPAMH,
YKa3aHHBIMH B HACTOSIILIEM TOKYMEHTE.

[r142] dyOnukaTel (KOMMHU) 3aKPBITON YaCcTH KIFOUEH HE MOTYT XPAaHHUTHCS HUTIE
KpoMe KapThl Taxorpada, 10 TeX Mop, Moka He MoTpeOyeTcsl MPOBEACHUSI T'eHepaluu
KJIFOUEH ¥ IEPCOHANIN3ALNHN YCTPOMCTBA.

[r143] Hu npum kakux OOCTOSATENBCTBAX 3aKphITas YacTh KIIIOYEH KapThl He
MOKET OBbITh BbIBEJIEHA U3 KAPThI MJIM XPAHUTHCS BHE €€.

7.2.5. XpaHeHue u 3alimuTa 3aKpbITOM YacTU KIoyen obopyaoBaHus —
pernctpupyrouiee obopyaosaHue

B nacrosmee Bpems He ucnonsdyercsa B Poccurickon denepanun.

7.2.6.YcnoBHOE p[OenoHMpoOBaHME WU apxuBauus  3aKpbITOM 4acTu
Krno4vyen obopyaoBaHusA

[r147] 3akpeiTas yacTh KiIrOUeH OOOPYJOBAaHUS HE MOXKET OBITh HU «yCJIOBHO
JETIOHNPOBAHAaY», HU apXUBUPOBAHA.
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7.2.7.ApxuBauua 3aKpbITOW YacTu Krroyen obopynoBaHus

[r148] Bce ceprudurarhl OTKPHITOH YacTH KIIOYEHW JODKHBI  OBITH
apXHWBHUPOBAHBI OPTAHOM IO CEpTU(DUKAINN KITFOUCH.

7.2.8.0KOH4YaHMe CPOK AeMNCTBMUA KIovyen obopyaoBaHus

[r149] [To okoHYaHUU CpOKa IEHCTBHS KapT, OTKPBITAs 4YacTh KITFOUCH JOJDKHA
OBITh 3aapXUBHUPOBAHA, a 3aKPHITAS YACTh KIIFOUEH JOJIKHA ObITh:

- YHUYTOKE€HA TaKUM 00pa3oM, YTOObI 3aKphiTas YacTh KIFOUEH HE MOTJIa OBITh
BOCCTaHOBJICHA.

8.YnpaBneHue ceptucpmkatamm Knrovyem ooopyaoBaHus

OTOT paszzen 3aTparuBaeT BOMPOCHI KU3HEHHOTO HUKJIA MPOIeaypbl cepTuduka-
WU KJIIOYEH, COCTOSIICH U3 PEeruCTpallMOHHBIX JeUCTBUM, BhIaul cepTUduUKara, pac-
IIPENEIEHNUS, UCITOIb30BAHUS, BOCCTAHOBIICHHUSI, IPOJIEHUS CPOKA JIEUCTBUSA U OKOHYa-
HUSI CpOKa JIEVCTBHSI KITFOUEH.

8.1.BBoa AaHHbIX

8.1.1.KapTb!I TaxorpacoB

Jlepkarenu KapT HE MOJAIOT 3asBJIICHHE Ha MOJYy4YEHUE CEepTU(PHUKATOB KIIOUEH,
3TU cepTU(UKATHl BHIJAIOTCA HA OCHOBAHWM MH(OPMAIMU YKA3aHHOW B 3asiBJICHHUE Ha
noyuyeHue kapthl Taxorpada (cM. myHKT 5.1.2.), a Tak xe uHpopMalu o0 3assBUTENH,
XpaHsiencs B 0a3e TaHHBIX OPTraHa Mo BBIMYCKY KaprT.

[r151] Opran no ceprudukanuu KIFOUEH MOATBEPKIACT YHUKAITBHOCTH
uaeHtudukatopa kmoua KID u Moaynei kimoueil kKapT BHyTpU CBOETO JIOMEHA.

8.1.2. Peructpupyrouiee obopyaosaHue
B nacrosee BpeMst He ucnosnb3yercs B Poccuiickon Oenepanuu.
8.2.Ceptudunkatbl ans Kapt

8.2.1.CeptuchukaTtbl Ana KapT BoguTeneun

[r154] Ceprtudukarel mas KapT BOIUTENCH BBIIAIOTCS TOJBKO 3asBUTEIISM,
MIPOIIEIIMM O00pEHNE Ha TIOJyYSHUE KapThl BOJAUTEIIS.

8.2.2.CeptndpmkaTbl ANA KapT MacTepCcKux

[r155] Ceprudukarsl mIs KapT MaCTEPCKUX BBIAAIOTCS TOJIBKO 3asBHUTEISM,
MPOIIEIINM 0J00pEHUE Ha TIOTyUYEeHUE KapThl MACTEPCKOM.

8.2.3.CepTtuchukaTtbl AnA KapT KOHTPOsepoB

[r156] Ceprudukarsl aias KapT KOHTPOJIEPOB BBLIAIOTCS TOJBKO 3asBUTEIISM,
MPOLIEIINM 0J0OpEeHNE Ha TIOJyYeHHE KapThl KOHTPOJIEpa.
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8.2.4.CepTudcbmukatbl Ana KapT npeanpuAaTUn

[r157] Ceprudukarsl ans KapT NPEANPHUATAN BBIIAIOTCS TOJIBKO MPEIAIPUTSIAM,
YCHEUIHO MPOUIEAININM 0I00pEHUE Ha MOIyUYeHNE KapThl IPEIIPUITHS.

8.3.CeptudukaTtbl ana perncrpupyrowiero obopygosaHmsa (mogyneun
TPaHCNOPTHbLIX CPeACTB)

B nacrosiee BpeMst He ucnodb3yercs B Poccuiickon denepanumu.

8.4.Cpok gencrtBus ceptuduKaToB KNnroYen KapT

[r160] Cpoxk neiictBus cepTudUKaTOB KIIFOUYEH KapT HE MOXKET MPEBBIIIATH CPOKA
NEUCTBUS KapT (CM. pa3ziel. S):

- CPOK JCHCTBUA cepTU(HUKATOB KITIOUYCH KapT BOAUTEIICH HE MOXKET OBITh OOJIbIIEe
3 ner;

- CpPOK JeWCTBHS CepTU(UKATOB KIIOYEH KapT MAacCTEPCKUX HE MOXKET OBITh
ooxbiie 1 rona;

- CPOK JEHCTBUS CEPTUPHUKATOB KITIOUEH KapT KOHTPOJIUPYIOIIET0 OpraHa He MO-
&KET ObITh OOJIbIIIE 2 JIET.

- CpOK JEHCTBUA KapT cepTU(HUKATa KIHOYEH MPEANpUSTHSI— MEPEeBO3UYMKA HE
MOKET OBbITh OOJIbIIE 5 JIET.

8.5.Bblgaya cepTucmkKaToB KIoYen Ha KapTbl

[r161] Opran mo cepruduKaluy KIIOYCH I0/DKEH rapaHTHPOBaTh, YTO BbIJaBac-
MbIE€ UM CcepTU(UKATHI KIHOYEH 1eNOCTHh U NomIuHHbL. CoaepxaHue cepTUu(UKaToB
onpenensiercs [Ipunoxenuem — Jlo6asnennem 1B ECTP, Paznen 11.

[r161.1] B nporecce 3anpoca Ha cepTudukat CP 1omkeH rapaHTHpOBaTh, YTO OH
BJIAJICET KaK 3aKPBITOM, TAK M OTKPBITOM YACTAMM ATOro kiroya. [Ipu sToM 3akpeitas
4acTh KJII0Ya HUKOTJA HE JOJKHA MOKUAATh 000pYI0BaHUs, TJI€ OH ObLI CreHEepUpo-
BaH.

8.6.MpoaneHue n o6HoBNeHUe cepTUPUKATOB KIHOYer Ha KapTbl

CwMm. ynpasneHnue o0opyaoBaHueM. [I0CKONBKY CpOK JOEHCTBUSA CEPTHU(PUKATOB U
KapT COBNAJAET, OHU JOJIKHBI Pa0OTaTh COBMECTHO.

8.7. PacnpoctpaHeHue wuHcdopmauum o ceptudukKaTtax Kroyeu
o6opynoBaHus

[r162] Opran no cepTuduKaliuy KIOUEH TO0JDKEH MepeaaBaTh JaHHBIC O CEPTH-
¢dukarax KJIOUel B peecTp opraHa Mo BBIIYCKY KapT Ul 0OecleyeHHs COTJIaCOBaHHO-
CTH MEXAY cepTu(UKaTaMu KJIOUeH, KapTaMy U TIOJIb30BATEIISIMHU.

[r163] Opran mo BBITYyCKY KapT JOJDKEH rapaHTHPOBATh JOCTYIHOCTh CepTUDH-
KaTOB KJTIOYEH 7SI TOJTh30BaTelNel M BCEX 3aNHTEPECOBAHHBIX CTOPOH.

[r164] Opran 1o BbIMyCKY KapT JAOJDKEH FapaHTHPOBATh, YTO BCE CPOKU M YCIIO-
BUA, a TaK XK€ JApyrue TpeOOBaHUS JOKYMEHTa MO0 pealii3aliy YIPaBICHUYECKUX JIeH-
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CTBUI OpraHa mo cepTH(QHUKAIUU KIO4ed U Apyras nHdopmanus JOHKHBI OBITH J10-
CTYITHBI JIJIsl BCEX TOJIb30BATENCH U 3aMHTEPECOBAHHBIX CTOPOH.

[r164.4] Opran 1o BbIMYCKY KapT JOJDKEH clieiaTh JOCTYIMHON HHGOPMAIIHIO CO-
o01aTh 0 craryce cepTu(duKaTosB.

8.8.Ucnonb3oBaHue cepTUUKaTOB KItouen Ha KapTbl

[r165] CepTrdukaTsl KIrOUYEH, OMMMCAHHBIC B HACTOSIIEM JOKYMEHTE HCIIOJIb3Y-
IOTCSI TOJIBKO B CUCTEME ITU(POBBIX TaXorpados.

8.9.AHHynupoBaHue cepTUPMKaATOB KIouen Ha obopyaoBaHue

[r166] Ceptudukarsl KITIOYSH HE MOTYT aHHYJIMpOBaThcs. B cioydae
aHHYJIMPOBaHUs cepTuduKara, 1anHas nHbopMaIius J0KHA OBITh TOCTYITHOM.

9.¥YnpaBneHne UH¢popMaLNOHHON 6e30NacCHOCTLI0 B HaLUMOHarIbHOM
opraHe no ceptudmKauumn Kro4Yen U opraHe rno NnepcoHanmn3aumm Kapr

OTOT paszzeln NOCBAIIEH MepaM Mo 00ecreyeHn0 HHPOPMALIMOHHON Oe30macHo-
CTH, MTPOUCTEKAIONINM U3 HACTOAIIETO JOKYMEHTA.

9.1. YnpaBneHue UH(OpPMaLIMOHHOM 6e30MacHOCTbLIO B
HauMOHaNbLHOM opraHe no cepTUdUKaUUMM KINYeW U opraHe no
nepcoHanusauum KapT

[r167] Opran mo cepTuduKaiu KIHOYEH 1 OpraH Mo MePCOHANIN3ANNN TapaHTH-
PYIOT, UTO pealu3yeMble aJIMUHUACTPATUBHBIE U YIIPABICHYECKUE MPOIIETYypPhl OTBEYa-
10T TPEOOBAHUAM MEXKTYHAPOIHBIX U HAIIMOHAIBHBIX CTAHAAPTOB MO 0E30MMaCHOCTH.

[r168] Opran mo cepruduKauy KIrOUeH U OpraH Mo MepcoHaIn3aluid HECYT OT-
BETCTBEHHOCTD 32 PEaTM3allUI0 BCEX ACMEKTOB MPOIIEYP BBIMYCKa CepTU(HUKATOB KITIO-
Yyeil Jaxe B TOM CiIy4ae, €Cld HEKOTOpbIe M3 3TUX (DYHKIMI mepenaHbl TPETbel CTO-
pone. OTBETCTBEHHOCTh TPEThUX CTOPOH JODKHA OBITh YETKO YCTAaHOBJIEHA OPTaHOM TI0
cepTU(UKALNU KITFOUEH U OPTaHOM IO MEePCOHAU3AIMN U COOTBETCTBYIOIUM 00pa3oM
MPOIHUCAHBI C IENIbI0 00eCIeYeHNsI TOTO, YTO TPEThs CTOPOHA pealn3yeT Te TpeboBa-
HUS1, KOTOPBIE YCTAHOBIIEHBI OPTAaHOM IO CEPTH(PHUKAIIMK KIIOYEH U OpPraHOM IO Mepco-
Hamm3auu. Opran no cepTuduKanuy KItoYel U opraH Mo MepcoHaTn3aluu HECYT OT-
BETCTBEHHOCTH 32 Pa3bsICHEHHS COOTBETCTBYIOUINX 00s3aTEIBCTB TPETHUM JIUIIAM.

[r169] WudpacTpykTypa nH(MDOPMAIMOHHONW OE30MACHOCTH MpEanoaraeT mo-
CTOSIHHOE YIpaBJICHHE OE€30MacHOCThI0 BHYTPU OpraHa MO CEePTH(PHUKAIUU KIIOYeH H
OpraHoM Mo TnepcoHanu3anuu. JIroOble U3MEHEeHHsI, KOTOPbIe MOTYT MOBJIUATH HA ypO-
BEHb 0€301MaCHOCTH, TOJDKHBI OBITh 0100peHBl KOMITETEHTHBIM OpraHOM.

[r170] Opran no cepTuduKanmu K04 T0HKEH pa3padoTaTh CUCTEMY YIIPaB-
nenusi OesomacHocThio B cootBerctBuM ¢ ['OCT P HMCO/MOBK 17799-2005
«MuadopmanrionHas TEXHOJIOTHSI. [IpakTuueckue npaBuia YIPaBJICHUS
uH(popmaImoHHoi Oe3omacHOCThION. [Ipomenypsl dopmanbHON cepTudUKAIUN Ies-
TEJTLHOCTH OpPTaHa M0 CEPTUPUKAINU KITFOUYEH HE MPOBOIUTCS.
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9.2.Knaccudmkauma «akTMBOB» W ynpaBrieHUe B OpraHe no
cepTuMKaLmm Knrovenm u opraHe rno nepcoHanmnsauum Kapt

[r171] Opran no cepruduKanuu KIOUYEH U OPraH MO NMEPCOHATH3AINA JOJDKHBI
rapaHTUPOBATh, YTO JIJISI BCEX MCIOJB3YEMBIX PECypCOB U MH(OpMaIMKU 00ecrieunBaeT-
Csl JOJKHBIA YPOBEHb 3aAIUTHI.

B gactHOCTH:

a) Opran mo cepTudUKaAIMU KIIOYECH W OpraH 1O TEPCOHATM3ANUU JOJHKHBI
UACHTU(UIUPOBATH OOLIUE PUCKU, YTOOBI OLIEHUTh BO3MOYKHBIEC YIPO3bI 1Jid OU3HECA U
ONpeNeUTh (YCTAHOBUThH) HEOOXOUMbIE TpeOOBaHUS 0€30MaCHOCTU U ONEPAIlMOHHbIE
(PKCIUTyaTallMOHHBIE ) MPOIIEAYPHI.

0) Opran mo cepTuuUKalUU KIOYEH W OopraH MO NEPCOHATM3ALUU JOJKHBI
o0OecreunTh BHEApPEHHUE BceX WH(MOPMAIIMOHHBIX PECYpPCOB U JIOJDKHBI pa3paboTaTh
KJaccu(UKAIMI0O B YaCTU TpeOOBAaHUU 3aIUTHI TEX PECYPCOB, KOTOPHIE MOABEP>KEHBI
pHUCKaM.

9.3.KOHTpONb 3a BbINOMIHEHUEM TMepCcOoHasioM opraHa no
ceptudmkaumm Knovem n opraHa no nepcoHanusauum KapTt TpeboBaHun
©6e3onacHoOCTHU

9.3.1.«[oBeputenbHble PYHKLUNY

[r172] Opran no cepTuduKaivu KI04Yeld ¥ OpraH Mo MepcoHaIU3aIuu, odecme-
YUBAIOIIKE PEATTM3AIUIO MOJO0KEHUN HACTOSIIETO JOKYMEHTA, JOJDKHBI OMPEICIIUTh KaK
MuUHUMYM 3 (cnenuduueckue, onpeneaeHHbie) GyHKIUU (Poiin) JJis CBOEro MepcoHa-
7a, Kak yka3zaHo nainee. J{oJKHBI OBITh TakKe ONpENEiICHBbl Pa3IMUHbIE MEXaHU3MbI
(pa3paboTaHbl MEPOIIPUSATHS) B YACTH paseieHuss PyHKIui (00s13aHHOCTEH, TTOJTHOMO-
yuil) Ha Cilyyall MHCAMJIEPCKUX aTaKk HACTOJIbKO MOAPOOHO, HACKOJBKO 3TO yCTaHOBIIE-
HO B JOKYMEHTE O MPaKTHUYECKON pealn3alyy yMpaBICHUYECKUX PEIICHW OpraHa Io
cepTu(UKaIMK KIF0YeH 1 OpraHa 1o nepcoHaIn3aInm.

[r173] ITonumasi, 4To ACHCTBHS OJHOTO YEJIOBEKa HE MOTYT OOCCIICUUTH MOJIHOM
0€30MacHOCTH, OTBETCTBEHHOCTh OpraHa Mo cepTH(HKAIMN KIIOYel W OpraHa 1o mep-
COHanmM3allMl B paMKaX BCEW CHUCTEMBbl B 4YacTH oOecrmeueHusi Oe30MacHOCTH
3aKJIF0YAETCS B TOM, YTO 3Ty 3a7ady JOJDKHO peliaTh OOJIbIIOE KOJIMYECTBO JIOJEH,
oOnafasi MUPOKUM KPYTOM MOJTHOMOYMM (MM MHOTO JIFOJICH M MHOKECTBO (DYHKITHIN).
JItoboe nelicTBHE, peaiv30BaHHOE KOHKPETHBIM HYEJIOBEKOM (IIEPCOHAIOM) JIOJKHO
MMETb OPTaHMYCHHOE BIMSHUE HA CUCTEMY, COPA3MEPHOE C MOTHOMOYHUSIMU (3a/1a4aMH,
POJIBIO) ATOTO YEJIOBEKA.

[r174] PekoMeHT10BaHHBIMHU POJISIMH SIBIISIOTCSI:

a) aJMUHUCTPATOP OpraHa mo cepTH(UKANUU KItouei/ aqMHUHHCTPATOp OpraHa
no nepconanu3zaiuu (CAA/PA);

0) cucremubIii anmuHECTpaTop (SA);

B) MPEICTaBUTEIb CITy)Obl HHpOopMalmonHoii 6e3onacHoctH (1ISSO).

[r175] Pomu agMuHuCTpaTOpa OopraHa Mo cepTU(UKAIUKN KITFOUEH WIA aIMHHH-
CTpaTopa OpraHa Mo MepCOHATN3AINH 3aKITI0YAI0TCS B CIEAYIOMIEM:
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a) reHepalus KIoue;

0) renepanusa ceptudukaroB (3ampoc Ha BbIady cepTudukara oopadarbiBacTCs
M HCIIOJIHACTCSI 00OpYI0OBaHUEM OpraHa Mo CepTH(HUKAIMN B COOTBETCTBUU C YCTAHOB-
JICHHBIMU TIPABHJIAMH );

B) TIEpCOHANM3AIIMS U 0€30I1acHOE pacIpOCTpaHEHHE O00O0PYIOBAHHS,

') aIMUHUCTPATUBHBIC (PYHKIIMH, CBSI3aHHBIC C YIIPaBJICHHEM 0a3 JaHHBIX OpraHa
1o cepTudUKAIIK KITI0Uel M opraHa 1Mo NepCOHAIN3AINH U UACHTU(DUKAIIIESH PUCKOB.

[r176] Posb cucTeMHOTO aIMUHICTPATOPa, 3aKITFOYACTCS B CIICTYIOIICM:

a) pa3paboTKa MmepBOHAYATBHONW KOH(PUTYpAITUU CUCTEMBI, BKITFOUast 0€301MacHBIN
3aIycK U 0€30MacHOe OTKIIOYEHNUE CUCTEMBI;

B) mepBUYHas o0OpabOTKa (BBOJ) BCEX HOBBIX MOJIb30BATENIC (HOBOTO MEpPCOHA-
na);

') yCTaHOBKA NMEPBUYHON KOHPUTYpaLIUU CETH;

1) CO3JaHWE aBapUHOW CHCTEMBI Mepe3amnycka «000J0uKm» (Cpelbl) Ha Cirydai
BHE3AITHOM MOTEPH TaHHBIX (CUCTEMBI);

€) CO3JaHME PE3EPBHBIX KOMHI CUCTEMBbI, OOHOBJIIEHHE MPOrPaMMHOI0 obecre-
YEHUsI U €r0 BOCCTAHOBJICHUE, BKJIIOUAsi OE30MMaCHOE XpaHEHUE U pPaclpOCTPAHEHUE pe-
3€pBHBIX KOIUH U UX OOHOBIIEHUE. Pe3epBHBIE KON JOJKHBI 3aITyCKaThCs (MCIOIb30-
BaTbCs) IO KpaiHEH Mepe pa3 B HEAENI0, M CHUCTeMa JI0JDKHA ObITh BKIIIOYE-
Ha/BBIKJIIOUEHA, KK/IBIM pa3 Mmocie Toro, Kak Oblia 3aIyIieHa pe3epBHas KOMus;

) W3MEHEHHE UMEHH XOCTa W/WJIH aapeca CeTH.

[r177] Poms mpencTaButenst Ciry:kObl HHGOPMAIIMOHHON OE30MACHOCTH 3aKJIF0Ya-
€TCsI B CIIEAYIOIIEM:

a) YIOJIHOMOYMBaHUE B peanu3anuu (yHKIUN M0 00eCeueHU0 O€30MacHOCTH U
yIOpaBieHUE AOCTYIIOM aJIMHUHHCTPATOPOB OpraHa MO CepTHU(HUKAIMU KIIOUSH WIIH aj-
MUHHUCTPATOPOB OpPraHa Mo MepPCOHAIN3AINH,

0) nonmucanue (pa3padoTKa) KOAOB JIsl HOBBIX IMOJIb30BaTeseil (HOBOTO MEpCo-
Haja);

B) BBITIOJIHEHUE apXUBUPOBAHMS HEOOXOIUMBIX OTYETOB CUCTEMBI;

r) 00paboTKa pe3yyNbTaTOB NEATEILHOCTH aJIMHUHHCTPATOPOB OpraHa 1o CepTH-
buKaMu KI0Ye WM aJMUHUCTPATOPOB OpraHa Mo MEPCOHAIMU3AIMU B YAaCTU COOT-
BETCTBHUS TpeOOBaHMSIM 0Oe30macHOCTH cucteMbl. OOpaboTKa pe3ysbTaTOB JOJKHA
OCYIIECTBJISTHCSA KaK MUHUMYM OJIUH Pa3 B HEJEIIIO;

1) HENOCPEACTBEHHBIN 0030p M HAOIIOJCHHE 3a €XKETOAHbIMHU PE3yJIbTaTaMH OT-
YeTOB OpraHa Mo cepTuuKalny KI0Ye 1 opraHa 1mo nepcoHalIn3aluu;

€) yyacTue B TeHepaiuu kioueit PO.

BaxxHo, 4TOOBI MIpeACTaBUTEND CITYKObI HHPOPMALIMOHHON 0€30MacHOCTH, KOTO-
pBIN HEMOCPEACTBEHHO HE BOBJICYCH B MPOIIECC BBIAAYM CEPTU(UKATOB, UCTIOTHSI HC-
KJIFOUUTENBHO HAJA30pHYIO (KOHTPOJIbHYIO) POJIb B YaCTU M3y4eHHUs (MPOBEPKU) OTUETOB
CUCTEMBI WJIM PETHCTPAIMOHHBIX JEUCTBUI CHCTEMBI C IIEJIbIO BBIMOJTHEHUS MEPCOHA-
JIOM TOJIBKO TeX (PYHKITHI, KOTOPBIE YCTAaHOBJICHBI HACTOSIIIUM JTOKYMEHTOM.
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9.3.2.PasrpaHnyeHue pyHKLUN

[r178] Hnsa ueneit oprana mo ceprudUKalMu KIIOYEH W OpraHa 10
NEPCOHANM3AIMH, /IS BBIIOJHEHHUS KAXKIOH W3 BBIIICTIEPCUUCICHHBIX (DYHKITHIA
(poneit) MOJKHBI OBITH HA3HEUCHBI pa3HbIC IO (KaK MHHAMYM TI0 OJJHOMY Y€JIOBEKY
Ha 3a7a4y).

9.3.3.MaeHTpUKaLMOHHAA N ayTeHTU(PUKALIMOHHAA PONb KaXaoro

[r179] UnenTndukannonHas ¥ ayTeHTH(OUKAIIMOHHAS POJIb aIMUHUCTpATOPa Op-
rafa mo cepTuUKaIy KII0Ye W aIMHHHCTPATOpa OpraHa I0 MEePCOHAIU3AINHU, CH-
CTEMHOT'O aIMUHUCTPATOPA, MPEICTABUTENSI CIY>KObI T0 MHPOPMAIIMOHHOMN Oe30macHo-
CTH JIOJKHBI OBITh COBMECTHMBI 1 COOTBETCTBOBATh METOaMH, IIPOIIETyPaM U yCIIOBU-
SIM, 3aSIBJICHHBIM B HACTOSIIIIEM TOKYMEHTE.

9.3.4.NMogrotoBKa, KBanudukauusa, ONbIT U paspelunTenbHble
TpeboBaHuA

[r180] Hammume B mTate aAMHHHCTpPATOPa OpraHa Mo CepTUPUKALNN KIIOUYCH U
aIMUHUCTpATOPa OpTraHa 1Mo MEePCOHATN3AINH, HaICJICHHBIX MOJJHOMOYHIMH TI0 CO3/1a-
HUIO U yTIPABJICHHUIO cepTU(HUKaTaMU KItoueld W mHGOpMAaIMeH, sBIsIeTCS 00s3aTelb-
HbIM. YenmoBek, HaJCIICHHBIN TTOJTHOMOYHSIMH aJMHUHUCTPATOpa OpraHa 1Mo cepTH(HUKa-
MW KJII0YEH W aJIMHUHHUCTPATOpa OpraHa IO MEePCOHAIM3AIUN JTOJDKEH OBITh «IIEJI0CT-
HBIM», TPOSBIISATH HEOCTIOPUMYIO JIOSUTPHOCTD W 3aCTY)KHUBATh JOBEPHUE U JOHKCH OCO-
3HaBaTh HEOOXOJAMMOCTh CO3/IaHUs 0€30MACHOCTH M PEaTu30BbIBATH 3TO B CBOUX €XKe-
JTHEBHBIX JIEUCTBUSIX TP BBIMOJTHEHUU CBOUX IMOJTHOMOYHIA.

[r181] Bech mepconan opraHa o cepTudUKaIUy KIIOYCH U OpraHa 1o mnepcoHa-
JU3AIMH, 3aHUMAOIIUKA JTOHKHOCTU C JIOCTYNOM K KOH(UIACHIIMATHHOU UHGOPMAIIHH,
BKJIIOYAs aJIMHUHHCTPATOPOB, MPEACTABUTENS CIYKObI MH(POPMAIIMOHHON Oe30MmacHo-
CTH, JIOJDKEH COOTBETCTBOBATH CJICAYIOIIUM TPEOOBAHUSIM:

- HE UCTIOJIHATH APYTUX 00S3aHHOCTH, KOTOPHIE MOTYT HETaTUBHO OTPA3WUTHCS Ha
WCTIOJTHEHUH TEKYIINX 00sS3aHHOCTEH;

- He OBITh paHEe YBOJICHHBIMU C PaOOTHI MO MPUYMHE HE WCTIOJHCHHS WU HE
HaJIC)KAIIEr0 UCIIOTHEHHS CBOMX JOJIKHOCTHBIX 0053aHHOCTEH;

- UIMETh JOJDKHYIO KBATH(PUKAIIUIO U CIISIUATLHYIO MTOATOTOBKY JJISI HCTIOTHEHUS
CBOUX JIOJDKHOCTHBIX 00SI3aHHOCTEH;

- TIOJDKEH OTBEYATh KPUTEPUSIM OJIarOHAICKHOCTH.

9.3.5.TpeboBaHus K NOAroTOBKE

[r183] Ilepconas momkeH OBITH JIOJDKHBIM 00pa3oM OOYYEH W MOATOTOBJICH IS
UCIIOJTHCHHUSI CBOMX JIOJIKHOCTHBIX 0053aHHOCTEH.
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9.4.KoHTpornb 3a cucteMon 6e3onacHOCTU opraHa no ceptudukaumm
KNno4en 1 opraHa no nepcoHanusaumm

[r184] Opran no cepruduKanuy KIFOYCH W OpraH 10 MEPCOHATU3ANNN T0KHBI
rapaHTUpOBaTh, YTO CHCTeMa Oe3omacHa M paboTaeT MPaBHIBHO C MHHHUMAJbHBIM
puckoM cboeB. Cuctema A0HKHA OTBEYATh PSAAY TPEOOBAHMI, B YACTHOCTH:

a) IEJIOCTHOCTh CUCTEMBI M MH(OPMALIKS TOJKHBI OBITH 3aIIUIIEHBI OT BUPYCOB,
HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA, a TaK K€ OT HCIOJIb30BaHUS HEIUIIEH3HOHHOTO 000-
PYIIOBaHUS U MPOTPAMMHOTO 00€eCTIeueHNs;

0) yrpo3a c60eB OJDKHA OBITh MUHUMH3UPOBAHA C TTIOMOIIBIO TIPOIIEAYp «00paT-
HOM CBSI3W» U COOOIIEHUM 00 yrpose.

[r185] Opran no cepTudUKaIMKM KIOYCH U OpPraH M0 MePCOHAIN3ANNN JODKHBI
obOecrieunTh co3aaHue S(OPEKTUBHOW CHUCTEMBI KOHTPOJs 3a 0O€30MacHOCThIO C
MOMOIIBIO PA3ACJICHUs] TOJHOMOYUN, YCTAHOBJICHHBIX HACTOSLIUM JTOKYMEHTOM, B
COOTBETCTBYIOIIMX  JOKyMEHTax OoJieé HH3KOTO YPOBHS TI0O  peaau3aliu
YIPABICHYECKUX PEIICHUM.

[r186] KonTposs 3a 6€301MacHOCTBIO JODKEH 00ECTICUYUTh YIPABICHHUE TOCTYIIOM
1 BO3MOXKHOCTh OTCJICKUBAHUS yrpo3 (cO0eB) mo 3TanaM (YpoOBHSIM) «CBEPXY BHU3» (C
BO3MOXXHOCTBIO TIEpeX0jla Ha CaMblii HM3KHUW YPOBEHb) HCHOJIB3Ys 3aKPHITYIO YacTh
KJIFOUEl opraHa no cepTuukanuu.

[r187] KonTposb 3a  0€30MaCHOCTBIO  CHCTEMBI,  OCYIIECTBJISCMBIN
KOMITBIOTEPHBIMU ~ CHCTEMaMH,  KOTOpPbIE  HCIOJIb3YIOTCS CyOnoJIpsiIHBIMU
OpraHu3alMsIMU 3aBUCUT OT TE€X OOSI3aHHOCTEH, KOTOpPbIE BO3JIOKEHBI HA JIaHHBIE
opranuzanuu. CyOmnoapsiiHble OpraHu3aliy, BBITOJHAIONIME POJIb aIMUHUCTPATOPOB
opraHa no ceptuukanuu W aJIMUHUCTPATOPOB OpraHa IO MEPCOHAIM3AIUU B YACTH
BBOJIa CepTU(UKATOB B KapThl WM WHUIMATU3AIMIO TaKUX KapT JOJKHBI OTBEYATh
TpeOOBaHMSIM, YCTAHOBIEHHBIM K OpraHy Mo cepTu(UKAIMU KIIYed W opraHy Mo
MePCOHATHU3AIINH.

9.4.1.Cneuundnyeckme TexHM4Yeckme TpedboBaHMA ANA KOMNbLIOTEPHOMN
Ge3onacHocTH

[r188] Muuimanuzaius ONEPaMOHHOW CHUCTEMBI 3aKPBITOW YaCTH KIIOUCH
oprana mo ceprudukanu kiatodeit P® momkHa OCymecTBIATHCS KaK MUHUMYM IPU
MTOMOIIIX JBYX JIUII, 00a U3 KOTOPHIX ayTEHTU(PUIIMPOBAHBI CUCTEMOM.

9.4.2.PaHr (penTUHr) KOMNbLITEPHON 6e30MacHOCTH

[r189] Opran mo cepTuduKalMu KIOYeH W OpraH IO MEePCOHAIU3AIMN HE
TpeOyroT (popMaIbHOM OIEHKH O TEX IMOp, MOKa OHM OTBEYAIOT BCEM TPEOOBAHUSIM,
YKa3aHHBIM B 3TOM pazJierie.
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9.4.3.CpenctBa ynpaBfeHUs pasBUTUEM CUCTEMbI

[r190] Opran no ceprudukanuu KIto4e U OpraH MO0 MEePCOHANN3ANNN JOKHBI
WCITOJIH30BaTh CUCTEMBI, 3aCITYKUBAIOIINE JTOBEPHS M MPOTPAMMHBIE TIPOIYKTHI, 3aIllH-
IIICHHBIC OT N3MCHCHHSI.

[r191] Ananu3 TpeGoBaHMit 0€30ITACHOCTH JA0KEH IMMPOBOIUTHCS B COOTBETCTBUU
C TpeOOBaHUSMHU TEXHUUECKHUX 3aJaHUH JIFOOOTO pabovero mpoeKTa, peaanu3yeMoro op-
raHOM TI0 CepTH(UKAINKA KITIOYEH W OPraHOM IO MEPCOHATN3AIUNA WM OT JIUIA ITHX
OpPTraHOB C IEJBIO TapaHTHUU TOTO, YTO OE30MacCHOCTh BCTpPOEHA B WH(POPMAIMOHHYIO
CUCTEMY.

[r192] HM3menenue mporeayp KOHTPOJIS AOKHO OBITh MPOMKMCAHO HA ATarmax
pa3paboTKH (BBIMYCKa), MOAUMDUKAIIUA U SKCTPEHHBIX CUTYAIUi I JIFOOOM orepali-
OHHOM CHCTEMBI.

9.4.4. AAMUHUCTpPaTUBHOE yrpaBrieHne 6e30nacHoOCTHO

[r193] Ponm (pynkuwmu, 3amaum) cucteMbl (cM. paszaen 9.3) HOKHBI OBITH
BHEJIPEHBI U PEATTM30BAHBI.

9.4.5.CpeactBa ynpaBneHus 6e30nacHOCTbIO CeTU

[r194] Ympasienue (Hampumep, OpaHaIMayIpbl) JOJKHO OCYIIECTBISTHCS C IIe-
JIBIO 3aIUTHI JIOMEHA BHYTPEHHEN CETH OpraHa mo cepTudukainuy KIo4el u oprasa mo
MepCOHAIU3AIMHU OT IOMEHOB BHEIITHEN CETH, a TaK K€ OT BO3JECHCTBUS TPETHUX JIUII.

[r195] Baxnbie (koH(UICHIMAIBHBIC) TaHHBIC IODKHBI OBITh HAJIC)KHO 3alllH-
IIECHBI B IPOIIECCE UX MEPEAAYN YEPE3 CETHU, KOTOPHIC HE3AIMIIICHBI.

9.5.Mpoueaypbl ayauta 6€30MNacHOCTU

[Ipouenypsl aynauta 0€30MACHOCTH B 9TOM paszfieiie paclpOCTPAHAIOTCS Ha BCE
KOMIIBIOTEPBl U KOMIIOHEHTHI CUCTEMbI, KOTOPhIE UMEIOT OTHOILIEHUE K BBIMYCKY KITIO-
yeil, cepTuduKaToB Mpoliecca BhIMyCcKa 000PY/IOBaHUSI B COOTBETCTBUM C HACTOSIIUM
JOKYMEHTOM.

9.5.1. Uenu npoBeaeHun ayauta

[r196] Aynut Ge30macHOCTH, CBSI3aHHBIH C KOMITBIOTEPOM/CHCTEMOW OpraHa o
cepTu(UKalMM KJIIOUEH U OpraHoM IO NEPCOHAIM3ALNU, JOJDKEH MPOBOJIUTHCS (OCy-
HIECTBIISATHCS) B LEJIAX KOHTPOJIS:

a) CO3/IaHHBIX 3amucel (MPUBWIETUPOBAHHBIX WM HET);

0) TpaH3akuuii, TPeOYIONUX COBMECTHOTO MCIIOIB30BAHUSI 3aMKCEH, BUIa 3ampo-
ca, UHIUKATOPOB (MH(GOPMALMOHHBIX COOOILEHUI) TOro, 4TO TPaH3aKIUs 3aKOHYEHa
WA HET, ¥ BO3MOXHOU MIPUYUHBI TOTO, YTO CAENIKA HE 3aKOHYCHA;

B) HHCTAJUISIIIMA HOBOTO MPOTPAMMHOTO OOECTICUCHHUS U €T0 OOHOBIICHUS;

I') BPEMEHH, MECTE U APYTroi JECKPUNITUBHON MH(pOpMAIIU 000 BCEX ONEparusix;

1) 3aIyCK€e 1 BBIKITIOYCHUN TTPOTPAMMBI;

€) BpEMEHH U MeCTe OOHOBIICHHUS «alapaTHOro» 000py10BaHUs;

) BpEMEHH | JIaThl PETUCTPALIUN COOEB;

3) BpEMEHHU U JAaThl apXUBAIMK ONEPALIUH.
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9.5.2.HacToTta npoBeaeHuAa ayauTta AaHHbIX

[r197] AynuT momKeH MPOU3BOJAWTHCS PETYJSPHO M aHAIM3UPOBATHCS B YaCTH
BO3MOXXHBIX HE3aKOHHBIX MepornpusaTtuil. [Ipoueaypsl aynuta AOKHBI — OBITH
YCTAaHOBJIEHBl B JOKYMEHTE€ O MPAKTUYECKOW pealn3aly MOJUTUKH OpraHa Io
cepTU(UKAINHA KITFOYCH.

9.5.3.lMepuopn xpaHeHUA faHHbIX 06 ayauTe
[r198] Pe3ynbrarhl mpoBepKH (ayanuTa) JOJKHBI XPAHUTHCS KAK MUHUMYM 7 JIET.

9.5.4.3awmTa perucTpaumoHHbIX AaHHbIX

[r199] Jlns pesynbraToB ayamta (PErHCTPAlMOHHBIX JAHHBIX) HODKHA OBITH
oOecriedeHa IeJ0CTHAs 3amuTa. Bee maHHbIe (pe3yabTaThl) JOKHBI OBITH OTleUaTaHBI
Ha BCE BpEeMs WX XPaHCHUSI.

[r200] Pe3ynbraTel ayauTa (perucTpalldOHHbBIC JaHHBIC) JOJKHBI IPOBEPITHCS U
KOHCOJIMIUPOBATHCS exxeMecsiuHo. Kak MUHMMYM JBa 4esloBeKa U3 YUCia aJJMUHUCTpaA-
TOPOB OpraHa Mo CepTU(UKAIUN KIIFOUYCH W aJMHUHUCTPATOPOB OpraHa IO MepCOHAH-
3aIM¥ JTOJDKHBI OBITh HAJCICHBI ()YHKIUSIMH MPOBEPKUA U KOHCOJIHTAITHH.

9.5.5. ly6nupoBaHne permcTpaumMoHHbIX AaHHbIX

[r201] [iBe koMM KOHCOIMIUPOBAHHBIX PE3YJIBTATOB ayAHTa (PETHCTPAIOHHBIX
JOAaHHBIX) JIOJDKHBI XPAHWUTHCS MAPYr OT Jpyra OTIAEIbHO C IEeNbl0 O0eCTeUeHHs
HA/IKHOCTH U COXPAaHHOCTH JTaHHBIX.

[r202] PesynbraThl aymuta (perMCTpPAallMOHHBIC IAaHHBIC) JOJDKHBI XPAHUTHCS
TakuM  00pa3oM, 4TOOBl OOEMEYUTh BO3MOXXHOCTb  TOCTOSIHHOM  IPOBEPKHU
PETUCTPAIIMOHHBIX JAHHBIX B IMPOIIECCE UX XPAHCHHSI.

[r203] Pesynbratel aynura (pEerdMCTPAllMOHHBIC JAHHBIC) JIOJDKHBI OBITH
3alUIIEHBl OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

9.5.6.Cucrema cbopa faHHbIX

[r204] TlpumennuTENBHO K KOH(DHUICHIIMATIBHBIM JaHHBIM MOXET OBITh MPUMEHEHA
TOJIBKO MPOIIEAypa BHYTPEHHETO ayIuTa.

9.6.ApxuBauus AaHHbIX

9.6.1.Bnabl uHcdopmaumm (AaHHbIX), cobupaemble OpraHom no
BbIMYCKY KapT

[r205] Perucrpanmonnass ~ wHoOpmamms ~— JOJDKHA ~— BKJIIOYaTh  BCE
COOTBETCTBYIOIIME JaHHbIE, KOTOPBIMH 00JIaZlaeT OpraH Mo BBIITYCKY KapT, B T.4.:

- 3aMpocChl Ha MOJIyYeHHE CEPTU(PHUKATOB U BCs OPUIIMATIbHAS MEepenucka opraHa
Mo cepTU(HUKAIIUU KIFOYEH U OpraHa Mo MepCOHaIN3aIliuH, MOIh30BaTelNeH;

- TIOJNMCAHHBIE 3aPETUCTPUPOBAHHBIC 3asBJICHUS TOJIH30BATENICH HA MONTYYCHHE
KapT, BKJIIOYAs UACHTH(PUKAIIUIO TMYHOCTH JIUIA, TPUHUMAIOIIETO 3asiBICHUS;

- TIOJIMMMCAHHBIA JOKYMEHT O TIOJy4YeHUH KapThl;

- TOTOBOPHBIE COTJIANICHUS B 4YaCTH CEPTU(UKATOB U KapT;

- 00HOBJIEHHE CePTU(UKATOB U BECH IOKYMEHTOOOOPOT C MOJIb30BATENSIMH,
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- aHHYJUPOBAHHBIC COOOIIEHUS M BCE 3aMMCAHHBIC COOOIIEHUS (IOKYyMEHTHI), KO-
TOPBIMA OOMEHUBAJIMCH CO3/ATelb 3aMpoca /UK MOJIb30BATENb;
- IOKYMEHTBI, paHee IMIPUMEHSEMbIE U CYLLECTBYIOIIUE B HACTOSALLINN MOMEHT.

9.6.2. Buabl uHdopmaumu (AaHHbIX), cobupaembie OpPraHoMm no
cepTucuKaLmum Knoyen 1 opraHom rno nepcoHanusauum

[r206] 3amumcu MODKHBI BKIIIOYATh BCE COOTBETCTBYIOIIHME JIAHHBIC, KOTOPBIMH
o0J1a1aeT OpraH 1o cepTHQUKAIIIN KITFOYEH U OPTaH 10 BBITYCKY KapT, B T.Y.:

a) cojep KaHKe BbIIaHHBIX CEPTU(UKATOB;

0) perucTpanroOHHbBIC )KYPHAJIbI, BKIIIOUasl JaHHBIC €KETOIHOTO ayAuTa OpraHa Io
cepTuUKalMK KJIIOYed M OpraHa I0 BBIMYCKY KapT, COIIaCOBaHHBIE (IIPEIyCMOTPCH-
HbIE€) B COOTBETCTBHH C JIOKYMCHTAMH O MPAKTUYCCKOM pear3aliy MOJI0KEHUS HaCTO-
SIIETO JTOKYMCHTA,

B) JIOKYMCHTBI, Kacarolfecss BOIPOCOB CepTU(HUKALNN KIIIOUCH paHee MpUMEHSI-
eMbIC U CYIIECCTBYIOIINE B HACTOSIIUH MOMEHT M HMX CBS3b C JJOKYMEHTaMH O IPaKTH-
YECKOM pealli3alliy MOJIOKCHUH HACTOSIICTO JJOKYMCHTA.

[r207] Bce 3amucu, B 4acT NMOJAHHBIX W TOIMUCAHHBIX 3JICKTPOHHBIX 3aIIPOCOB
OpraHa 1o cepTHU(HUKAIMU KIIoYeHd W opraHa IO IEpCOHAIM3AIMH WM IepcoHaia
CYOIOJIPSTYNKOB  JIOJDKHBI ~ COJIEP)KaTh OTBETCTBEHHOCTh aIMHHHCTPATOPOB IS
Ka)XJ0ro 3ampoca, a Tak K€ BCIO HEOOXOJMMYIO MH()OPMAIIHIO, KOTOpas HY)KHA JIIS
TOT0, YTOOBI M30CKaTh OTKa3a IMPHU IMPOBEICHUU IMPOBEPKH B TCUCHHUU BCETO CpPOKa
XpaHCHHMSI TaHHBIX.

9.6.3. Nepuop xpaHeHNsA apxuBa

[r208] ApPXUBBI JOJKHBI XPAHUTHCS M OBITh HAJEKHO 3aITUIICHBI OT U3MEHEHUS
" pa3pymicHusa B TCUCHHUU BCCTO IICPHOAd, YCTAHOBJICHHOI'O JOKYMCHTOM O pCaIni3allun
MIPAKTUYECKUX JCUCTBUM.

9.6.4. NMpoueaypbl coopa U 3MEeHeHUs apxuBHOWU NHopMaLum

[r209] Opran no CeptuduKauy KIOYSH U OpraH Mo NePCOHATM3AINN JTODKHBI
JecTBOBaTh B 4YacTW KOH(QUIACHIMAIBHOCTH B COOTBETCTBUM C TpeOOBaHUSIMH,
YCTaHOBJICHHBIMH B pazjene 3.4.

[r210] 3amucu WHAMBHIYaTbHBIX TPaH3aKIHUHA MOTYT OBITH OOHAPOJOBaHBI IO
3arpocy OpraHu3aluii, BOBJICUEHHBIX B MPOLEAYPY OCYLIECTBICHUS TpPaH3aKIHUM, WK
T0 3aMpOCy UX 3aKOHHOTO NPEICTaBUTEIS.

[r211] Opran no CepTuduUKanuu KIFOYSH U OpTaH M0 MEPCOHATU3ANNN JOKHBI
o0ecneunTh OCTYI MO 3ampocy K MPOIETypHOH JOKYMEHTAI[MH, COTJIACOBAaHHOU C
MPUMEHSEMBIM JOKYMEHTOM O pean3aliui MPaKTUIeCKUX (YIpaBIeHYECKNX ) ACHCTBUIA
coryacHo paszena 11.5.

[r212] [ys npoBeneHus: OMMCAHHBIX BBIIIE ONEPAIIUii MOKET OBITh YCTAHOBJICHA
1aTa, TOKPHIBAIOIIAs PACXOIbl HA «BOCCTAHOBIICHUE (BO3BPAT)) 3aIlMCeH.

[r213] Opran no CeptuduKauy KIOYSH W OpraH 1Mo MePCOHANTN3ANNN IO KHBI
o0ecneunTh JOCTYIHOCTh AapXUBOB, a Takka OOECHeuYuTh XpaHEHHE apXUBHOM
uHboOpMallMu B JOCTYIIHOM /Jisi NMOHMMaHUsA (opmare B TEUEHMHM BCEro MepHoja
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XpaHEHUs JTAaHHBIX, JaXKe€ €CJIM JAESITEIbHOCTh OpraHa Mo cepTU(UKALUU U OpraHa Io
NePCOHATU3AIMU MTPEPBAHA, OCTAHOBJIEHA WJIM UCTEKIIA TOJTHOMOYHS.

[r214] B ciydae eciu AesITeIbHOCTh OpraHa 1o cepTHU(GUKAIMU KITIOYCH U OpraHa
M0 TMEPCOHANIM3AIMU JIOJDKHBI OBITh MpPEpBaHbl, MPUOCTAHOBIICHBI WM MPEKpPAICHBI,
opraH Mo cepTu(UKaluy KIIOYeW W OpraH Mo MepCoHAIM3allMU JIOJDKHBI HAlpPaBUTh
YBEJAOMJICHUE BCEM OpraHu3alysM KJIHMEHTOB, MOATBEPXKIAIONIEe BO3MOKHOCTh
NPOJOJDKEHUsT JIOCTyna K apxuBy Bce 3ampockl Ha A0CTynl K apXUBHUPOBAHHOM
uH(GOpPMaIMU JOJKHBI OBITH HAIIPABIIEHBI B OpTraH MO cepTU(UKAIMK KIIIOUeH U OpraH
M0 TIEPCOHATM3ALNN WU OpTaHU3aIfio, 0003HAYEHHYIO KaK OpraH Mo cepTU(UKAINN
KJIFOUEW U OpTraH MO MEePCOHAIN3AIUY, 10 TPEKPAILIECHUS €r0 JESTEIbHOCTH.

9.7. HenpepbiBHOEe nNNaHWpoOBaHWe AOEATENIbLHOCTM oOpraHa no
cepTucuKaLmm Knoyen u opraHa no BbINycky KapT

[r215] Opran no cepTudUKaIMK KIOYEeH M OPTraH MO MEePCOHATU3AIUH JODKHBI
MMETh TEPCIICKTUBHBIN TUTaH oOecrieueHns 0e30MMacHOCTH, COACPIKAIINN CICTYIONNe
MTOJIOKCHUS:

- IEHUCTBUS 110 00€CIICUeHUIO 0€30IIaCHOCTH KITIOUEH;

- JICWCTBUS TIPU BHE3AITHOHM MOTEpPEe MAaHHBIX M3-3a, HAPUMEP, BOPOBCTBA, OTHS,
OTKa3a aIlmapaTHBIX CPEICTB WM TPOTPAMMHOTO O0ECTICUCHUS

- ICUCTBUS TIPU HEMPaBUIbHOU pabOTEe CUCTEMBI, BO3HUKAIOIIKE IO JII00O0H mpu-
JIHE.

9.7.1.Yrpo3a (onacHOCTb) ANsl 3aKpbITON YaCcTU KNno4ven
¥Yrpo3a (omacHOCTh) AJig 3aKPHITON YaCTH KJIIOUEH ornucaHa B pasnen 6.

9.7.2. BoccTtaHOBNEeHUe BCreACTBUE UHbIX Yrpos3

[r216] Opran mo ceprudxaiuu KIOUYEH W OpraH MO MEPCOHAIM3AIUU U
CyOmnoIpsiTHBIE OpraHU3alliy JODKHBI pa3padboTaTh MOPSIIOK 3alUThl 1 MUHUMU3AIAN
BIIMSIHUE PA3TYMHBIX YTPO3 Ha 0€30MacHOCTh U 3 (HEKTUBHOCTH CUCTEMBI B IIEJIOM.

9.8. Pusnyeckum (MHCTPyMeHTanbHbIN) KOHTPOSb 3a 6€30MacHOCTbLIO
opraHa no ceptuduKkauum Krrovyenm u CUCTEMbI NepcoHanmsauum

[r217] ®usmyeckue mnporeaypsl yrpaBIeHUs O€30MACHOCTBIO OJDKHBI OBITH
pa3paboTaHbl C LENbI0 YNPaBICHUS AOCTYNIOM K MPOrpaMMHOMY OOECHEUYEHHIO U
anmapaTHbIM CpeACTBaM oOpraHa 1o cepTudKalMu KIO4Yed M opraHa IO
NepcoHaNM3alMu. OTO MOApa3yMeBaeT pa3pabOTKy aBTOMAaTU3MPOBAHHBIX pPabOUMX
MECT CepTU(PUKALMOHHOTO OpPraHa, a TaK e IMEePCOHAIN3ALUI0 allapaTHBIX CPEACTB U
IpYrUX BHEIIHUX MU(POBaIbHBIX MOIYJNEH JJs anmapaTHbIX CpPEACTB M Kapr.
Peructpatus nomkHa ObITh peaqu30BaHa ISl BCeX (PU3MUYECKUX 3amuceil 3Tol 00JacTH.

[r218] Kitoun PD nns monnmucanus cepTH(GUKATOB JODKHBI UIMETh (PU3HMUECKYFO
M JIOTMYECKYIO 3alIUTy TaK KakK 3TO YKa3aHO BO BHYTPEHHHMX JOKYMEHTAaX opraHa Io
MEPCOHATIN3ALIHH,

[r219] O6s3aHHOCTBIO OpraHa Mo cepTU(UKAIMK M OpraHa 1o MepCOHaTNU3aIluN
ABIISIETCSL XpaHEHUE PE3EPBHON KOIMUHU U PACHPOCTPAHEHUS CPEICTB TaKUM CIIOCOOOM,
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4TOOBI 3¢ deKTUBHO IPEIOTBPATUTh MOTEPH, BMEILIATENBCTBO, WIH
HECAHKIITMOHUPOBAHHOE HMCIIOIH30BAHUE XPAHUMON HH(POPMAITHH.

PesepBHBIC KOTIMU JOKHBI XPAHUTHCS JUTS 1IeTICH BOCCTAHOBIJICHUS JAHHBIX U JJIs
apxXuBaIuu HanOoJiee BakHON mHPOpMaruu. Pe3epBHbIC cpencTBa JOKHBI XPAHUTHCS
OTJIEIBPHO OT MECTOTOJOKEHUSI CHUCTEMBI CEpTU(UKAIMOHHOTO OpraHa/opraHa IO
NIEPCOHANIN3AINN, YTOOBI 00ECIIEYNTh BOCCTAHOBJICHHE B CITy4ae CTUXUWHOTO OCICTBUSA
NIEPBUYHOTO BapHaHTA.

[r220] IlpoBepka 6e30MaCHOCTH MECTOIOIOXKEHHS (0a3UpOBaHUs) IIEHTPATHLHOTO
o0Opy/lOBaHUE OpraHa Mo cepTU(UKAIMK W OpraHa MO MEePCOHANU3ALUU JOJDKHA
NPOBOAMTHCS KaK MHUHUMYM OJMH pa3 B TeueHuu 24 dacoB. Ecnmu 310 ycnmoBue
BBITIOJHSETCS] TIOCTOSIHHO, TOTJa MOJKET IMPOBOAUTHCS BU3yalbHas MpPOBEpKa pa3 B
«CMeHy» (OAWH pa3 B TEUEHUU PabOdYero JHS) C IEIbI0 TOT0, YTOOBI TAPAHTHUPOBATH,
YTO CUCTEMA U €€ OTACNIbHbIE KOMIIOHEHTHI (YCTPONCTBA/KapThl) HAICKHO 3aIUIICHBI, B
cllydae WX HE HCIOJIh30BaHUSI», UYTOOBI TaK >K€ TapaHTUPOBAaTh 4YTO (hU3HUECKas
0€30MacHOCTh CUCTEMBI (JIBEpHBbICE 3aMKU UM CHUTHAJIM3alMs) paboTaeT JOJKHBIM
o0pa3oM, Ui TOro YToObl HE OBLIO HECAHKIIMOHUPOBAHHOT'O JI0CTYIA K CUCTEME.

9.8.1.®du3unyeckuun gocryn

[r221] docTym x ¢u3HYEeCKOMY MECTOIOJIOKECHHIO KiTtfouel PD 1 KoMIOHEHTaM,
KOTOpBIE HCIONB3YIOTCA COBMECTHO C HUMHU TpeOYeT OJHOBPEMEHHOIO MPHUCYTCTBHS
KaK MUHUMYM 2 J10JIel, KOTOPBIE JINYHO YITOJIHOMOYEHBI JIJIs IOCTYMA.

[r222] Joctynm k apyrum cpeactBa ((pYHKIHSM, MOJHOMOYHSM) OpraHa IO
cepruuKalMM KIIOYEH M OpraHa IO NEpCOHAIM3ALMU pa3pelieH TOJBKO TOMY
NEepPCOHANy, KOTOPbIE YIOJHOMOYEH OCYLIECTBIATh OJHY M3 (DYHKLMH, yKa3aHHBIX B
paznene 9.3.1. JIocTylioM MOKHO YIpPaBJsATh C HCIIOJNB30BAHMEM CIUCKA JOCTyIA K
MECTOPACIIOIOKEHNIO CUCTEMBI. ECiiM B CIIMCKE NOCTYIIa HET JIMIA, KOTOPBIA JOJDKEH
OCYLIECTBUTBH JTOCTYII K CUCTEME, TAKOW YEJOBEK JOJDKEH COMPOBOXKAATHCS TEM, KOMY
paspenieH TOCTYI M €ro UMsi 3HaYuTCs B cUcKe. Eciy Crucok ymnpaBlieHHs! JOCTYIIOM
HE YCTAHOBJIEH /I COOTBETCTBYIOILETO «Iojpa3zieneHus (yyacTka, J3Tama)y,
HEOOXOAMMO OBITh YBEPEHHBIM, YTO COOTBETCTBYIOLIME JOKYMEHTHl (JIaHHBIE,
uH(popManus, MaTrepuabl) opraHa 1o cepTU(QUKAIMK KIIOYEed M opraHa o
MepCoHANM3aMKU OyAYT HAJEKHO COXPAaHEHbI B HAJE)KHOM MECTE.

10. CpoK ucnonHeHusi obsi3aTenbCTB opraHa no ceptudukaummn
Krntoyen PP n opraHa no nepcoHanumsauum

10.1.AcTeyeHne cpokKa NMONMTHOMOYMW (3aKNKUYUTESIbHbIE MONOXEeHUA)
— OTBETCTBEHHOCTb OpraHa no ceptudukaumm knroven PP u opraHa no
nepcoHanusauuu.

Hcrteuenne cpoka JIeUCTBUS TOJHOMOYUN OpraHa 1o cepTu(ukaiy u opraHa rno
MEePCOHANIM3AIMY TIOJIpa3yMeBAeT MO0 CUTYAIMIO0 KOrJa JOTOBAapUBAIOIIASICS CTOPOHA
BBIXOJIUT U3 CUCTEMBI Taxorpados, JM00 cama CUCTEMa MPEKPaLIAET CBOE CYIIECTBOBA-
HUE U B 3TOM CBSI3M HaJWYHE OpraH Mo cepTUUKAIMKN KIIOUeH WIH JPYroro YIoJHO-
MOYEHHOTO OpTraHa He MPEICTABIISACT JadbHENIIIeH HEOOX0TMMOCTH.
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Hcreyenne cpoka MOJTHOMOUYUN OpraHa Mo CepTH(PUKANNKA KIFOYEH M opraHa 1o
NEPCOHATU3AIMH MPOUCXOJUT B TOM CUTYyalluU, KOTJa BCE MOJTHOMOYMS ((PYyHKIIMHU, OKa-
3aHHME YCJIYT) OpraHu3allyii, 3aHUMAIOIIMXCSl BHEPEHUEM CUCTEMBbI Taxorpados, mpe-
KpaTuiu AeiictBue. Takoi MOpsAOK HE pacHpoOCTpaHsETCs Ha CUTYallUI0 Korjaa (pyHK-
[IUU TIepeaHbl OT OJHOM OpraHU3alM APYTrod WM KOrjaa cepTU(PUKAIMOHHBIA OpraH
MOJIYYMJI TIOJIHOMOYHS 10 «XPaHECHUI0» HOBOW mapbl Kiarouerd PO wim kirodeun eBpo-
NEeNHCKOro cepTU(UKAIIMOHHOTO LIEHTPA.

[r223] Opran no ceprudukanuu kmodeii PO rapantupyer, 4To 3a1adu yKa3aH-
HbIE HI)KE JTOJKHBI OBITh PEaIn30BaHBbI.

[r224]11epen TeM, kak opras 1mo cepTu(UKAIUU KIIOYEeH U OpraH Mo ePCOHAIH-
3alMM MPEKPATAT CBOM IMOJIHOMOYHS, JIOJKHBI OBITh PEAIM30BAHBI KAK MUHUMYM ClI€-
OYIOIIME MEPOIPUSITHS:

a) MPOMH(POPMHUPOBATH BCEX MOJIb30BATEICH U APYTUX 3aWHTEPECOBAHHBIX JIHII, C
KOTOPBIMHU y OpraHa 1o cepTudukanuu KIo4e u opraia 1o nepcoHain3aluu ecTb Co-
TJIAIIEHUS WU pealiu30BaHa pyrast hopmMa yCTaHOBJICHHBIX OTHOILICHUH;

0) omy6siMKOBaTh HH(GOPMALIMIO O 3aBEPILIEHUN OJHOMOYHMM OpraHa MUHUMYM 32
3 Mecs1a 10 3aBepIIeHUs CPOKa IEUCTBUS;

B) MPEKPATUTH (3aBEPIIUTH) MOJTHOMOYHNS BCEX YIOJHOMOYECHHBIX OpPTraHHU3aIluH,
JAEHCTBYIOIUX OT JIMIA OpTraHa Mo CepTU(PUKALUU KIUYEH U opraHa 1o MNepcoHaIn3a-
MM B YaCTH BbIJIauH (BBITYCKa) CEPTU(DUKATOB,

) NPEANPUHATh HEOOXOANUMBIE MEPBI, YTOOBI 00ECIIEUUTh HEMPEPHIBHBIN JIOCTYII
K apXMBHBIM JIaHHBIM B ciyyae eciu y EBpomneickoro cepTH(QpUKALMOHHOTO LIEHTpa
BO3HHMKHET Takas HEOOXOAUMOCTb.

10.2. Nepenavya oTBETCTBEHHOCTU OpraHa no ceprtudunKkauum Knroyen
W opraHa no nepcoHanusaumm

[lepenaua orBercTBeHHOCTU ((PYHKIIMIT) opraHa MO cepTUUKAIMKU KIIOUeH W
OpraHa o nepcoHaIu3allu OCYIIECTBISIETCS Toraa, korna KommnerenTHeiii opran PO
no ECTP BeiOpanm B KkauecTBe opraHa Mo cepTU(QUKAIMU KIIOYEeH W opraHa mo
NEePCOHANM3AINK JPYTYI0 OpPTaHW3allMii0 B COOTBETCTBUM C YCTAaHOBJICHHBIMHU
MIPOIIETyPaAMH.

[r225] KommereHTHBI oOpraH JO/DKEH TapaHTHpPOBaTh, 4TO Iepeaaya
HEOOXOJIMMBIX TOJHOMOYMM (OTBETCTBEHHOCTH) U AaKTUBOB OYAET OCYIIECTBICHA
JOJIKHBIM 00pa3oM.

[r226] Ipesxuuii oprana mo cepTU(GHUKAIMK KIIOYEH W OpraH M0 NepCOHATH3AIMH
JIOJDKHBI TIepeaaTh BCE KOPHEBBIC KIIFOUM HOBOMY OpraHy IO CepTU(PHUKAIUU KIIOUeH B
nopsjike, ycranopieHHoM KomneretHsiM opranom P® nmo ECTP.

[r227] [pexuuit opran mo cepTudUKaIMK KIOUed U OpraH Mo MepcoHaIn3aun
JOJDKHBI YHUYTOXKUTh BCE KOMHH KJIIOYEH, KOTOphIe HE ObUIM TepefaHbl HOBOMY
Oprasy.

11. AyauT

[r228] Kommnerernwiii opranom P® mno ECTP orBercTBeHEH 3a MpOBEICHHE
ayJuTa B OpraHe 1o CepTI/I(l)I/IKaI_II/II/I KJIIouen u OopraHe 110 NCPCoOHAIN3alluN.
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11.1.YacToTta npoBeaeHUs npoBepok (ayauTta)

[r229] Opran mo ceprudukanuu KIOYEH W OpraH IO NEPCOHAIHM3AIINY,
(GYHKIIMOHUPYIOIIKE B COOTBETCTBUHU C HACTOSAIIUM JOKYMEHTOM, JOJDKHBI 00€CIeUnTh
MIPOBEJICHUE €KErOJHOr0 ayauTa y ce0s Ha COOTBETCTBHE TPEOOBAHUSM HACTOAIIETO
nokyMmeHTa. [lepBblii pa3 B Te€UEHHUE MEPBBIX 12-TH MECSLEB ¢ Ha4Yala OCYIIECTBICHUS
AESITeIbHOCTH TOCie 0JJ0OpPEHHsI HACTOSIIIEro JOKyMeHTa. B ciyuae, ecnu npu ayaute
HE BBISIBJICHBl HECOOTBETCTBUSA, CICAYIOUIUN ayIUT MOXKET ObITh IMPOBEJICH B TEUCHHE
cneayromux 24 mecdaneB. B cioydae, ecinu Npu ayauTe BBISBICHBI HECOOTBETCTBUS, TO
CIEAYIOIINI ayAUT NPOBOJUTCS B TEYEHUE CAEAYOIMX 12 Mecsues.

11.2. O6nacTtb npoBeAeHUs NPoBepoK

[r230] Ayautr nomkeH 3aTparuBaTh Bce chepbl JCATCIBHOCTH OpraHa IIo
cepTu(UKaIMK KITI0YESH B opraHa 1o IepCcoHaIN3aIIHH.

[r231] Ayaut mpOBOIUTHCS B IENSIX BBISBICHHS COOTBETCTBHS JICATEIBHOCTH Op-
raHa 1o cepTUPHUKAMK KIIOUeH W opraHa IO TEPCOHAIM3AINH TOJOKEHUSIM
HACTOSIIETO JJOKYMEHTA.

[r232] Ayautr nomkeH TPOBOIUTHCS TaK K€ B YacTH  JICATEIBHOCTH
CyOmoIPSTINKOB.

11.3. KTo npoBoAUT NpoBepKu

[r233] Kommerernsiii opran P® mo ECTP mMoxeT KOHCYJIbTHPOBATHCSA C BHEIII-
HUMH KOMIIETEHTHBIMH CEPTUPUIIMPOBAHHBIMU WJIM aKKPEAUTOBAHHBIMU OpTaHU3alIMS-
MU B YacTU OJIOOpEHHS JOKYMEHTOB O peaiM3alliy YIPaBICHYECKUX (MTPAKTUYECKUX)
JIEUCTBUN opraHa 1o cepTudUKaIuu KIYel W opraHa Mo MepcoHAIU3AIUU C IEIbI0
MOBBICUTh OTBETCTBEHHOCTh 3aMHTEPECOBAHHBIX CTOpPOH. B npyrux ciydasx,
Kowmneretnsiit opran P® no ECTP oGecnieunBaer npoBeieHue ayuTa CaMOCTOSITENb-
HO.

11.4.0encTBNA, NnpeanpuHATbIe NO pe3ynsTrataM NpoBepKu

[r234] B cnyuae BbBISBICHHS HECOOTBETCTBHSI MPH MPOBEACHUHU MPOLCAYP ayIH-
ta, Komnerernsiii opran P® no ECTP nomkeH npeanpuHATh AEHCTBUS, COOTBETCTBY-
IOIIIKE COJICPKAHUIO U BAXKHOCTU ITUX HECOOTBETCTBUH.

11.5.CoobweHune pe3ynbTaToB

[r235] Pe3ynbraTel ayauta, Ha YpOBHE, 00CCIICYMBAOIIEM CTATyC 0€30MacHOCTH
CUCTEMBI, JOJDKHBI OBITh JIOCTYIIHBI IO 3aIPOCY 3aWHTEPECOBAaHHBIX Jull. [lepBuuHbIe
OTYeThl, CHOPMUPOBAHHBIE TIO peE3ylbTaTaM ayIduTa HE MOTYT OBITH JIOCTYIHBI, 3a
UCKITIOUEHHE 0C000I HEOOXOIMMOCTH.

[r235.1] KommeTeHTHBI OpraH aHAJIM3UPYET pe3yJbTaThl ayJuTa B OTYETE,
KOTOPBIN JTOJDKEH BKIIOYATh B Ce0Sl TaK)KE KOPPEKTHUPYIOIINE MEPOIPHITHS, BKIIOUAs
rpaduk ux peanusanuu c 1eiplo oodecnieueHus Bcex o0s3arensetB NA. OTyeT noiKeH
ObITh HarpaBieH B ERCA Ha anrnuiickoM si3bIke.
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12. Mpouenypa M3MeHeHUS NOJIOXKeHUN HacTosILLero AOKyMeHTa

12.1.MonoxeHus, KoTopble MOryT ObITb U3MEHEeHbI 6e3 cornacoBaHuA

[r236] EnquHCTBEHHBIMU W3MEHEHUSMH, KOTOPHIE MOTYT OBITH CHICJIaHBl B YaCTH
JIOTIOJTHEHUSI WJIM HW3MCHCHUS TIOJIOKEHUH HACTOAIIETO JIOKYMEHTa  SBJISIOTCS
M3MEHEHUS CJICTYIOIIEro XapaKTepa:

a) pelaKIMOHHbIE WM TUIIOTpaduyeckue u3MeHEeHUs (MCIIpaBIICHHUS);

0) U3MEHEHUS B KKOHTAKTHYIO HH(OPMAIIHUIOY.

12.2.A3MeHeHuns c yBeAOMIIeHUA

12.2.1. YBegomMmneHusi

[r237] O nr00BIX M3MEHCHHSX TOJIOKEHUI HACTOSIICH MOJUTHKH HEOOXOIMMO
yBEIOMUTH 3a 90 qHEM.

[r238] M3meHeHue monokeHUi, B 9acTH OIPEICIICHUS OTBETCTBEHHOCTH WIIH
MOJIHOMOYMM OTBETCTBEHHBIX 33 pEAM3AlMI0 HACTOSIIETO JIOKYMEHTa OpraHu3allui,
KOTOpbIE CYIIECTBEHHO HE BJIMSIOT Ha OOJBIIYI0 YacTh MOJB30BAaTENICd WA JAPYTUX
3aMHTEPECOBAHHBIX CTOPOH, pabOTAlOMUX B COOTBETCTBHH C  TIOJIOKCHHSIMHU
HACTOSIIETO JOKYMEHTa MOTYT OBITh BHECEHBI B €r0 TEKCT C YYETOM HEOOXOIUMOCTH
YBEJIOMUTH COOTBETCTBYIOIIMI opraH 3a 30 1Hei.

12.2.2. Cpoku ansi KoMMeHTapueB (pa3bACHEHUN)

[r239] 3amHTepecoBaHHBIC OpraHW3ald B COOTBETCTBHHM C PErJIaMEHTOM
pabOThl MOT'YT OCTaBISATH CBOM KOMMEHTapuMUd B TEYeHHMH 15 1HEHl ¢ MoMeHTa
YBEIOMIICHHUS.

12.2.3. Koro Heo6xoaumo npouHcgpopMmmnpoBaThb

[r240] VYBemomiieHHe O BHECEHHMM W3MEHEHHH B MOJUTHKY HEOOXOIMMO
OTIPABUTbH:

- EPCA;

- OpraHy 10 BBIITYCKY KapT;

- Opra"y Mo cepTu(UKAIMU KIIOYEeH M OpraHy IO MEepCOHAIM3AINN, BKIIOYAs
cyOnoipsiIHbIE OpraHU3alluu;

- EBponeiickoit Komuccun.

12.2.4. CpoOK 3aKnH4YUTeNnbHOro YyBeAOMJIEHUS O BHECEHUMU
U3MEeHeHUn

[r241] Ecau npemiokeHHOE M3MEHEHHE OBbLIIO CKOPPEKTHPOBAHO KaK CIICJACTBHUE
SaMeanHﬁ, YBCOAOMIICHUC O CKOPPCKTUPOBAHHOM IPCATIOKCHHOM M3MCHCHUHU JTOJIKHO
OBITH JaHO HE MEHEC, UEM 3a 30 I[Heﬁ A0 BCTYIUICHUA B CHJIY TAKOTO U3SMCHCHUA.
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12.3. N3meHeHus, Tpebyrowme oaoo6peHus OOHOBIEHHOM
HaLI,VIOHaanOVI NMOJINTUKUN CepTM(*WIKaLIMOHHOFO opraHa

[r242] Ecnum w3MeHEHHWs, BHECCHHBIC B HACTOSIIUA JIOKYMEHT OKa3bIBAIOT
3HAUUTENLHOE BIIMSAHHME Ha OOJIBIIOE KOJMWYECTBO IMojab30BaTeneil, KommneTeHTHBIN
oprai P® mo ECTP nomkeH mpenctaBuTh OOHOBJICHHBINM BapuHaHT JOKYMEHTa Ha
onobpenue B EPCA.

13.CooTHOWweHne mexay EBpPONENCKOM NOMIMTUKOM U HaCTOALWMUM
AOKYMEHTOM.

Pasgenbi EBpo-

Ne NencKoun NonuTun- Paspgenbl pokymeHta PO
KN
1. §5.3.1 1.1. OTBETCTBEHHbIE OpraHn3aunm
2. §5.3.2 6.2.1. [eHepaunsa HaunoHarnbHbIX Knoyen PO
[r101], [r102], [r103]
3. §5.3.3 6.2.1. [eHepaunsa HaunoHarnbHbIX Knoyen PO
[r104]
4, §5.3.4 6.2.2. CpoK OenCTBUA KNyen 4oroBapuBatoLLmMxca
CTOPOH
[r107], [r108]
5. §5.3.5 6.2.1. 'eHepaums HaunoHanbHbIX Kroven PO
[r106]
6. §5.3.6 6.2. Kntoun goroeapuBatoLLmnXcs CTOPOH
7. §5.3.7 6.3. Knoun gaTymkoB ABMXKEHUS
[r117]
§5.3.8 6.2. Kntoum goroBapmeatoLLmnMXca CTOPOH
§5.3.9 6.2. Kntoum goroBapumsatoLLnXca CTOPOH
10. §5.3.10 6. YnpasneHue obwmnmm (KopHEBLIMK) K

TpaHCMOPTHLIMM KrntoYamu: obLieeBponeickme
KUK, KIHOYM LOroBapuBatoLLMXCS CTOPOH
(HauMoHarnbHbIE KMOYK), KINOYM OAaTYMKOB
ABWKEHWS, TPAHCMNOPTHbIE KItoun (KMoun ans

nepeHoca)
11. §5.3.11 6.2.7. OKOH4YaHMe cpoka OeNCTBUS Kntoyen
[0roBapuBaloLLENCS CTOPOHDI
[r115], [r116]
12. §5.3.12 6.2.1. [eHepaumns HaunoHanbHbIX Knoyen PO

7.2.1. l'eHepaumsa knoyen obopyaoBaHus

13. §5.3.13 6.2.3. XpaHeHue Kroyen JorosapusaroLLencs
CTOPOHOM
[109], [110]
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Ne

Paspgenbi EBpo-
nemcKou nonuTu-
KKU

Pasgenbl pokymeHta P®

7.2.3. XpaHeHue n 3aLmTa 3aKpbITON YacTu Knoyen
obopyanoBaHus - KapTbl

7.2.4. XpaHeHne 1 3awmTa 3aKpbITOM YacTUu KIHYEN
obopyanoBaHusa — pernctpupytoiee obopygosaHmne

14.

§5.3.14

6.2.3. XpaHeHue Kniyen goroBapuBatoLLencs
CTOPOHOM

[110]

7.2.3. XpaHeHu1e u 3aLmTa 3aKpbITON YacTu Knoyen
obopynoBaHus - KapTbl

7.2.4. XpaHeHMe 1 3awmTa 3aKpbITOM YacTU KIYEN
obopynoBaHus — pernctpupyrouiee obopyaosaHmne

15.

§5.3.15

6.2.3. XpaHeHune Knoyen gorosapusaroLLlemncs
CTOPOHOM

[110]

6.2.4. lybnukaT 3akpbITOM YacTu krnoven PO

16.

§5.3.16

8. YnpaeneHue ceptudmkaTtaMmu Kroden
obopynoBaHus
8.5. Bblgaua cepTudmkaToB Kntoven Ha obopyaoBaHue

17.

§5.3.17

6.2.5. «YCcnoBHoe genoHNpoBaHME» 3aKpbITON YacTu
knioyen PO

[r112]

7.2.5. YcrnoBHOe gernoHnpoBaHue 1 apxmBaums
3aKpbITOM YacTu Krno4ven obopygoBaHns

[r147]

18.

§5.3.18

6.3. Knoun gaTynkoB OBUMXKEHUSA

[r122]
8. YnpaBneHue ceptudmkaTtaMmu Kroden
obopynoBaHus

19.

§5.3.19

6.3. Knoun gaTymkoB ABMXKEHUS
[r118]

20.

§5.3.20

6.3. Knoun gaTymkoB OBMXKEHUS
[r122]

21.

§5.3.21

6.3. Kntoun gaTtynkoB OBUKEHUS
[r121]

22.

§5.3.22

6.3. Kntoun gaTymkoB OBMXKEHUS

[r117]

23.

§5.3.23

6.3. Kntoun gaTtynkoB OBUKEHUS
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Ne

Paspgenbi EBpo-
nemcKou nonuTu-
KKU

Pasgenbl pokymeHta P®

[r122]
8. YnpaBneHue cepTudmkaTtaMmu Kroden
obopyanoBaHus

24,

§5.3.24

7.2.1. l'eHepaumsa kntoyen obopyaoBaHus
7.2.4. XpaHeHVe 1 3almTa 3aKpbITON YacTu KNoyen
obopyanoBaHusa — pernctpupytoiee obopygosaHme

25.

§5.3.25

6.2. Knouun goroBapmBatoLmMxcst CTOPOH
6.2.1. [eHepaumnsa HaunoHarnbHbIX Knoyen PO
[r106]

7.2.1. l'eHepaumsa knoyen obopyaoBaHus

26.

§5.3.26

9.1. YnpaBneHune nHdopmMaumoHHon 6e30nacHOCTbIO B
HaLMOHaNbHOM opraHe rno cepTuduKaumm KIoven u
opraHe no nepcoHanusauuun KkapT

[r168]

27.

§5.3.27

6.2. Kntoun goroeapuBatoLLmnXcs CTOPOH

6.2.1. [eHepaunsa HaunoHarnbHbIX Knoyen PO

[r105]

8.7. PacnpocTpaHeHne nHpopmaumm o ceptudukatax
Ktouen obopyanoBaHus

[r164]

8.9. AHHYNMpoBaHue cepTUUKaToB KNYen Ha
obopynoBaHue

[r166]

28.

§5.3.28

6.2.1. [eHepaumnsa HaunoHarnbHbIX Kntoyen PO
[r101], [r102], [r103]

29.

§5.3.29

6. YnpaBneHue obLwmmMmn (KopHEBLIMU) U
TPaHCNOPTHLIMY Krto4amu: obLeeBponenckue
KINtoYn, Knovm JoroBapmBatoLLnXcst CTOPOH
(HauMoHanbHbIE KMN4K), KNoYM 4aTYNKOB
ABWKEHUS, TPAHCMOPTHbIE KUK (KoYn Ans
nepeHoca)

7.2.1. l'eHepaumsa kntoyen obopyaoBaHus

30.

§5.3.30

8.1.2. Peructpupytowiee obopyaoBaHue
[r153]

31.

§5.3.31

8.7. PacnpocTpaHeHne nHgopmaumm o ceptudukaTax
Kitouen obopyanoBaHus
[r164]

32.

§5.3.32

7.2.2. JlernTMMHOCTb Kntoven obopyaoBaHus
7.2.2.1. Kno4un Ha kapTax
[r139]
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Paspgenbi EBpo-

Ne nenuckou NnonnTun- Pasgenbl pokymeHta P®
KN

33. §5.3.33 7.2.3. XpaHeHue n 3aLmTa 3aKpbITON YacTu Knoyen

obopyaoBaHUs - KapTbl
[r141]

34. §5.3.34 8.3. CepTudukaTbl 4Na perncTpupyowero
obopynoBaHusa (Mogynen TpaHCNOPTHbLIX CPeaCTB)
[r158]

35. §5.3.35 5.1. KapTbl Taxorpadgos

5.1.2. 3asiBrneHune Ha Bblgavy KapTbl

36. §5.3.36 6.2.6. Yrposa (ornacHoOCTb) ANns 3aKpbITOW YacTu
Knoyen

37. §5.3.37 6.2.6. Yrposa (onacHOCTb) A5 3aKpbITON YacTu
KIouen

9.1. YnpaBneHue nHgpopmMmaymoHHon 6€30MacHOCTbIO
B HaUMOHaNbHOM opraHe no cepTudurKaunm Knovemn
N opraHe no nepcoHanusaumm kapT

38. §5.3.38 9.2. Knaccudumkaumnsa «akTMBoB» U ynpasrieHne B
opraHe no cepTudmKkaumm Knoven n opraHe no
nepcoHanusaumm kapT

[r171]

39. §5.3.39 9.3. KoHTponb 3a BbINONMHEHNEM NEPCOHANIOM opraHa
no cepTuuKaumnmn Knoyem n opraHa no
nepcoHanuaauumn kapTt TpeboBaHuin 6e3onacHoCTU

40. §5.3.40 9.5.1. Llenu npoBegeHus aygurta

41. §5.3.41 10. Cpok ucnonHeHus o6a3atensCcTB opraHa no
cepTudukaymm knoden PP n opraHa no
nepcoHanmsaumnm

42. §5.3.42 12. MNpouenypa n3aMmeHeHns NosIoXKeHUM HacTosLLero
AOKYMEHTa

43. §5.3.43 11. Ayaunt

44. §5.3.44 11.1. YactoTa npoBeaeHUst NpoBepokK (ayanTa)

45, §5.3.45 11.5. .CoobLieHne pesynbTaToB
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Paspgenbi EBpo-
Ne nenuckou NnonnTun- Pasgenbl pokymeHta P®
KN
46. §5.3.46 11.4. [lencTtBus, npeanpuHaTLIE NO pesynbTaTtam
NPOBEPKMN

14.Ccbinku

[BPM] Digital Tachograph Card Issuing Best Practice Manual. Card Issuing Group, 16
November 2001. - owned by the European Commission.

[CC] Common Criteria. ISO/IEC 15408-1:2009 "Information technology - Security
techniques - Evaluation criteria for IT security — Part 1: Introduction and general
model".

[CC] Common Criteria. ISO/IEC 15408-2:2008 "Information technology - Security
techniques - Evaluation criteria for IT security — Part 2: Security functional
components".

[CC] Common Criteria. ISO/IEC 15408-3:2008 "Information technology - Security
techniques - Evaluation criteria for IT security — Part 3: Security assurance
components”.

[CEN] CEN Workshop Agreement 14167-2: Cryptographic Module for CSP Signing
Operations — Protection Profile (MCSO-PP)

[ETSI 102 042] ETSI TS 102 042. Policy requirements for certification authorities
issuing public key certificates

[FIPS] FIPS PUB 140-2 (May 25, 2001): "Security Requirements for Cryptographic
Modules". Information Technology Laboratory, National Institute of Standards and
Technology (NIST)

[ISO 17799] BS ISO/IEC 17799: 2005. Information technology -- Code of practice for
information security management.

[CSG] Common Security Guideline, Card Issuing Project. — owed by the European
Commission

[ERCA] Digital Tachograph System European Root Policy, Version 2.1; European
Commission Joint Research Center Publication 53429; 28th July 2009; published at
http://dtc.jrc.ec.europa.eu.

[AETR] European Agreement Concerning the Work of Crews of Vehicles Engaged in
International Road Transport (AETR) concluded at Geneva on 1 July 1970

[AETR-PP] Implementation of the AETR - Project plan for AETR Contracting Parties
(ECE/TRANS/SC.1/2006/9)
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[AETR-PS] Practice Statement “AETR. Statement of issuing, distribution, renewal and
revocation card using in the control devices of work and rest of crew of vehicle engaged
in international road transport.”

[RF-MIN TRAN -180] The Order of Ministry of Transport of Russia on October, 20th,
2009 Ne 180. registered by Ministry of Justice of the Russian Federation on February,
02,2010, Ne 16210 “About the cards used in the digital control device for the control of
works and rests of drivers of vehicles engaged in international road transport™.
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15. Acnonb3oBaHHble 0603Ha4YeHUA U COKpaLleHuUs

ECTP AETP

CA

CB
CBC

CIA

CID

CKG
CM

CPe
CP
CRID

DC
HSM
EQT.C

EQT.P

EQT.S

ERCA
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EBpomnerickoe cornaneHme, Kacarumeecs
paboThI SKUTIAXKEN TPAHCTIOPTHBIX CPEJICTB,
MIPOU3BOIAIINX MEKTyHAPOIHbIE
aBromoOusnbsHbIe niepeBo3ku (ECTP),
noamcandoe B T. XKernese 01 urog 1970 r.
Certification Authority —
CepTudukamoHHbI OpraH

Control Body — KonTponupytomiwmii opran
Control Body card — kapTouka
KOHTPOJIUPYIOLIETO OpraHa

Card Issuing Authorities — Opran o Beiaue
KapTO4YeK

CardHolder Identification Data —
NnentudukanmoHHbIe JaHHBIC AepKaTeIs

KapTOYKH
Card Key Generation — rereparus KiIroJei
KapTOYKH

Card manufacturers — npousBouTen
KapTo4eK

Card Personalisers — kapTouka nepcoHana
Card Personalizing service - oprasu mo
NEPCOHANM3ALMNH KapT

Certificate Request identification —
UIEHTU(UKAIIMOHHBIN 3alIpOC HA MOIYYEHUE
cepTudukara

Divers Card — kapTouka BoIuTEs
['enepaTop ciaydaiHBIX YUCET

Equipment Certificate (for card or vehicle
unit) — ceptudukatel 000pyI0BaHUS (IS
KapTOUYeK U TEXHUUYECKOr0 000PYAOBAHNUS)
Equipment Public Key (for card or vehicle
unit) — OTKpBITAst YacTh KITFOUEH JIJIs
o0opyaoBaHus (J1s1 KAPTOUEK U
TEXHUYECKOTO 000pYAOBaHUS)

Equipment Secret Key (for card or vehicle
unit) — 3akpeITast YacTh KIIOUCH JIJIs1
obopynoBaHus (151 KAPTOUEK U
TEXHUYECKOTO 000pYAOBaHUS)

European Root Certification Authority —
EBponeiickuii CepTudukainoHHbIN EHTP
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MuHucTepcTBo TpaHcnopTa Poccuiickon ®epepauun, (495) 626-10-88

Cuctema undpoBbix TaxorpadoB. OCHOBHbLIE MONOXEHUS MO ynpaBneHN0 CUCTEMOM.

Bepcus 2.1

JloroBapuBatomiasc
s CTOpOHA
Kommnerensrit
oprad no ECTP
HanmonansHbIN
oprad no ECTP

European Public Key — otkpsiTast 9acTsb
00I1IeeBPOIEHUCKUX KITFOUEH

European Secret Key - oTkpbITas 4acThb
00I1IeeBPOIIEHUCKUX KITFOUEH

Intelligent Dedicated Equipment —
MHTEIJJIEKTYaAIIbHOE CIIEIIUATU3UPOBAHHOE
obopy1oBaHUE

Information Technology — nadopmanronHabie
TEXHOJIOTUU

Key ldentifier (MnenTudukarop kioya)
Kp Generation (pairing key) — reneparus
napsl (Habopa) Kirouei

MOtion sensor — gaT4uK IBHKCHUS
MOtion sensor Manufacturers —
MIPOU3BOJIUTEININ JATYUKOB IBUKECHUS
Member State

Member State Authority
National Authority

Member State Certificate — cepruduxarsr PO
Member State Public Key — oTkpsiTast yacTb
Kiaouer PO

Member State Secret Key — 3akpbiTast yactb
Kaouert PO

Member State Certification Authority —
cepTuPUKAUOHHBIN oprad PO

Public Key Infrastructure — uadpactpykrypa
OTKPBITOM YaCTH KIIFOYEN

Recording Equipment — peructpupytoiee
obopyioBaHuE

Road Haulage Companies — kommanwust
IIEPEBO3YUK

Road Haulage Companies Card — xapTouka
KOMIIAHUH — IICPEBO3YNKA

Rivest, Shamir, Adelmann (asymmetric
encryption scheme) - Rivest, Shamir,
Adelmann (acummerpuueckue

1 poBaIbHBIE CXEMBI)

Tachograph Card (kaprouka Taxorpada)
Triple DES (Date Encryption Standard) —
cTaHaapT MU pPOBaHUS JAHHBIX

Tachograph System — cucrema taxorpadoB
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Cuctema undpoBbix TaxorpadoB. OCHOBHbLIE MONOXEHUS MO ynpaBneHN0 CUCTEMOM.

Bepcus 2.1

VU Vehicle Unit — rexandyeckoe o6opyaoBanue

VUKG Vehicle Unit Key Generation — reneparusi
KIIIOUEH TeXHUYECKOTO O60py,Z[0BaHI/I}I

VUM Vehicle Unit Manufacturers —
IMPOU3BOAUTCIIA TCXHUYICCKOI'O
o0opymoBaHUs

W vehicle manufacturers, fitters or Workshops —
MIPOU3BOAUTENN 000PYIOBAHNS, MACTEPCKUC

WC Workshops card — xapTouka macTepckoi

Page 55 (55)

MuHucTepcTBo TpaHcnopTa Poccuiickon ®epepauun, (495) 626-10-88
PBY «PocasToTpaHCy,(495) 496-85-92, E-mail: 1pr@rosavtotransport.ru;



